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Abstract—The proliferation of cryptographic primitives in
resource-constrained Internet of Things (IoT) devices has made
them prime targets for Side-Channel Analysis (SCA). However,
designing effective defenses against these attacks has become
increasingly complex, as traditional deep learning approaches
rely heavily on extensive profiling datasets that are difficult to
obtain in the context of widely distributed and physically re-
stricted IoT environments. This challenge is further exacerbated
by countermeasures such as clock jitter and random delays.
To overcome this limitation, this paper introduces a novel and
data-efficient three-stage framework for generating high-fidelity
synthetic side-channel traces. First, we employ a Supervised
Variational Autoencoder (S-VAE) to map noisy, high-dimensional
raw traces into a compact and denoised latent space, effectively
creating an information-rich manifold. Second, a conditional
Denoising Diffusion Implicit Model (DDIM), powered by an
advanced attention-augmented U-Net, is trained exclusively on
this computationally tractable latent space to learn the complex
conditional data distribution. Finally, we empirically validate our
framework on the public ASCAD benchmark and ChipWhis-
perer CW308T UFO platform. The results are compelling: an
attack model trained solely on our synthetic data successfully re-
covers the secret key in the most challenging ASCAD desync100
scenario using only 4107 traces and using only 2560 traces, 97.7%
accuracy can be achieved on the Chipwhisphere platform . This
work provides a practical and efficient pathway for the robust
security evaluation of cryptographic implementations in data-
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scarce IoT environments, significantly lowering the barrier for
thorough side-channel vulnerability analysis.

Index Terms—Side-channel attacks, Diffusion model, Deep
learning (DL), Conditional generation

I. INTRODUCTION

EMBEDDED cryptographic devices are foundational to
modern digital security, safeguarding sensitive informa-

tion in a vast array of applications, from smart cards to
Internet of Things (IoT) devices. In typical IoT scenarios, such
as smart metering infrastructures, industrial control systems,
and wearable health monitors, these devices often operate
in distributed and physically unrestricted environments. Such
exposure makes them easily accessible to potential adversaries,
while strict resource constraints limit the complexity of their
hardware defenses. However, these devices are vulnerable
to Side-Channel Analysis (SCA), a class of potent physical
attacks that do not rely on cryptographic weaknesses but rather
on exploiting physical leakages like power consumption [1],
electromagnetic emissions [2], or timing variations that occur
during computation. Profiled attacks [3], a formidable category
of SCA, involve characterizing a target device’s physical
leakages in a controlled ”profiling” phase to build a predictive
model, which is later used in an ”attack” phase to extract secret
keys from a new set of measurements.

In recent years, deep learning has revolutionized profiled
SCA, with models such as Multi-Layer Perceptrons (MLPs)
and Convolutional Neural Networks (CNNs) demonstrating
remarkable success in key recovery, even against implementa-
tions protected by countermeasures. These deep learning-based
attacks, however, are notoriously data-hungry, requiring large
and diverse datasets of side-channel traces to train effectively.
In practice, acquiring a sufficient number of high-quality
traces can be a significant bottleneck due to measurement
costs, time constraints, or limited access to the target de-
vice. Furthermore, the effectiveness of these models can be
hampered by countermeasures like clock jitter [4] or random
delays (desynchronization), which are specifically designed to
misalign traces and frustrate pattern recognition.

To overcome the challenge of data scarcity and improve
attack resilience, data augmentation has emerged as a promis-
ing strategy. Generative models, in particular, offer a power-
ful paradigm for creating synthetic yet highly realistic side-
channel traces to enrich training datasets. While Generative
Adversarial Networks (GANs) [5] have been explored for this
purpose, they can sometimes suffer from training instability
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or mode collapse. More recently, diffusion models [6], [7]
have emerged as a new class of state-of-the-art generative
models capable of producing exceptionally high-fidelity sam-
ples across various domains, including time-series data. These
models learn to reverse a gradual noising process, enabling
them to generate diverse and realistic data from a simple noise
distribution. The main contributions of this work are shown as
follows:

1) We introduce a Supervised Variational Autoencoder (S-
VAE) not merely as a pre-processor, but as a powerful
feature purifier. We demonstrate that an attack conducted
directly within our compact 32-dimensional latent space
can, in a synchronized scenario, significantly outperform
a state-of-the-art attack on the original 700-dimensional
raw data. This validates our latent space as a more robust
and information-dense representation for side-channel
analysis, effectively filtering noise to isolate the core
leakage manifold.

2) We introduce, for the first time, a framework that
synergistically combines an S-VAE with a conditional
Denoising Diffusion Implicit Model (DDIM) for side-
channel trace synthesis. By operating on a reduced-
dimension latent space, our approach stands in stark
contrast to contemporary generative models like GANs
and raw-trace Denoising Diffusion Probabilistic Models
(DDPMs) that contend with high-dimensional, noisy
data. This design dramatically reduces the computa-
tional burden, significantly shortening both training and
generation times without sacrificing the quality of the
synthetic traces and offering a practical and scalable
solution for data augmentation.

3) To the best of our knowledge, our work demonstrates
superior performance against reported baselines, pre-
senting the first successful attack using synthetically
generated data from a diffusion model on the highly
challenging ASCAD desync100 dataset. At the same
time, the goal of recovering key using only a small
number of traces was achieved on the Chipwhisphere
platform. Experimental results demonstrate that an at-
tack model trained exclusively on our generated data
achieves highly competitive performance compared to
those trained on real data. This demonstrates the excep-
tional robustness of our framework and its capability to
overcome strong, real-world countermeasures, providing
a potential blueprint for tackling other challenging cryp-
tographic algorithms and implementations.

II. RELATED WORKS

Our research integrates three distinct but complementary do-
mains within side-channel analysis: deep learning for leakage
modeling, generative methods for data synthesis, and latent
space representations for data efficiency.

The effectiveness of recent profiling attacks hinges on the
capacity of deep neural networks to autonomously discern
subtle leakage patterns from noisy, high-dimensional side-
channel traces. Convolutional Neural Networks (CNNs) have
proven particularly adept at this task, demonstrating resilience

to desynchronization countermeasures by learning spatially
invariant leakage features [8], [9]. The deep CNN used in
our final validation phase is representative of this established
approach. While powerful, the performance of these models is
fundamentally constrained by the quality and quantity of the
available profiling data, motivating the critical need for robust
data synthesis.

To address this data dependency, the field has increasingly
explored generative techniques. Beyond the specific domain of
SCA, generative AI has recently demonstrated transformative
potential across the broader landscape of wireless network
security and IoT. Comprehensive surveys have highlighted
the fundamental architecture and state-of-the-art of generative
diffusion models for wireless networks [10], while other
works have established their utility in emerging paradigms
such as secure semantic communications [11] and physical-
layer authentication [12]. These advancements underscore the
growing capability of generative models to capture complex
physical-layer distributions.

The first wave of research in SCA was dominated by Gener-
ative Adversarial Networks (GANs), which were successfully
used to augment training sets and generate traces for specific
cryptographic intermediates [13], [14]. However, the adver-
sarial dynamics of GANs often lead to training instability and
mode collapse, potentially limiting the diversity and fidelity of
the generated data. More recently, Denoising Diffusion Models
have emerged as a more stable and powerful alternative,
offering state-of-the-art generation quality [6]. Their initial
applications in SCA have confirmed their ability to produce
high-fidelity traces that retain critical leakage information [15],
[16]. Crucially, these pioneering works apply the diffusion
process directly to the raw trace data. This direct approach,
while effective, is inherently inefficient; it forces the model to
learn the distribution of the entire signal, including noise and
redundant features, rendering it computationally expensive and
critically dependent on vast training datasets.

An orthogonal line of research has focused on creating more
compact and noise-resilient representations of side-channel
traces. Autoencoders (AEs) and Variational Autoencoders
(VAEs) [17], [18] have been employed for tasks such as
denoising and feature extraction. This body of work establishes
a critical precedent: a compact latent space can effectively
encapsulate the salient leakage characteristics of the original
signal while discarding irrelevant noise.

Our work is positioned at the confluence of these research
streams, proposing a novel synthesis of latent representation
and generative modeling. Rather than applying the com-
putationally burdensome diffusion process directly to raw
traces, we pioneer a three-stage strategy. We first leverage
a Supervised Variational Autoencoder (S-VAE) to learn an
efficient and information-rich latent representation, a technique
validated for its feature purification capabilities. Subsequently,
we train an advanced, attention-based Conditional Denoising
Diffusion Implicit Model (DDIM) exclusively within this
compact and well-structured latent space. This strategic fusion
of techniques yields a framework that is not only computa-
tionally tractable but also remarkably data-efficient, enabling
the generation of high-fidelity synthetic traces from training
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TABLE I
LIST OF NOTATIONS USED IN THIS PAPER.

Symbol Description Symbol Description

General and Data Symbols
x Raw power trace vector in RL z Latent vector in RDz

c Integer cryptographic label (S-box output) L Length of raw power traces (700)
Dz Dimensionality of the latent space (32) Xsync/desync Datasets of synchronized/desynchronized traces

Supervised Variational Autoencoder (S-VAE) Symbols
fenc(·;ϕ) S-VAE encoder network with parameters ϕ Xprofile,Yprofile Datasets of traces and corresponding labels
fdec(·; θ) S-VAE decoder network with parameters θ logits Output logits from the classification head
fclass(·;ω) S-VAE classification head with parameters ω µ, logσ2 Mean and log variance vectors from the encoder

Loss Function Components
Ltotal Total loss function for the S-VAE β Weight of the KL divergence in the S-VAE loss
LMSE Mean Squared Error reconstruction loss γ Weight of the CE classification loss in the S-VAE loss
LKL Kullback-Leibler divergence loss DKL Kullback-Leibler divergence function
LCE Cross-Entropy classification loss

Denoising Diffusion Implicit Model (DDIM) Symbols
z0 Original clean latent vector zt Noisy latent vector at timestep t
zT Final noisy vector, equivalent to pure noise ϵ Gaussian noise vector sampled from N (0, I)
t Diffusion timestep index, t ∈ {1, . . . , T} T Total number of diffusion timesteps
βt Noise variance schedule at timestep t N Number of inference steps for sampling
αt Defined as 1− βt ᾱt Cumulative product

∏t
i=1 αi

ϵθ(zt, c, t) Predicted noise by the U-Net with parameters θ ẑ0 Predicted clean latent vector during sampling
LDDIM MSE loss function for training the U-Net θ Trainable parameters of the U-Net model

datasets. The final stage then validates the efficacy of our
approach by using these synthetically generated traces to train
a powerful attack model and successfully compromise the real-
world target.

III. PRELIMINARY

The methodology outlined in this paper is based on a formal
mathematical framework that utilizes a variety of symbols and
variables to define its essential components. To enhance clarity
and consistency, we have compiled all key notations used
throughout this study into a single, comprehensive reference
list for the reader’s convenience. This list, presented in Table I,
details the symbols pertaining to the datasets, the architecture
of the Supervised Variational Autoencoder (S-VAE), the me-
chanics of the Denoising Diffusion Implicit Model (DDIM),
and other relevant variables.

A. Supervised Variational Autoencoder for Leakage-Aware
Latent Space Formulation

The foundational challenge in generating side-channel
traces lies in the inherent nature of the raw data. Raw traces
are afflicted by the curse of dimensionality, residing in a high-
dimensional space that is sparsely populated and dominated
by noise and redundant features. A generative model applied
directly to this raw space would waste significant capacity
learning to replicate irrelevant signal components, failing to
capture the subtle cryptographic leakage.

To overcome this, our methodology commences with the
formulation of a structured, low-dimensional latent space.
However, we posit that a standard Variational Autoencoder
(VAE), trained solely on a reconstruction objective, is funda-
mentally misaligned with the goals of side-channel analysis. A
standard VAE may learn to compress and denoise a trace, but
it has no explicit incentive to preserve the very high-frequency,

low-amplitude signals that constitute the information leakage.
These critical features, while vital for classification, often
contribute minimally to the overall reconstruction error and
are thus discarded as noise.

To address this fundamental limitation, our primary con-
tribution is the design and implementation of a Supervised
Variational Autoencoder (S-VAE) [19], an architecture tailored
to create a ”leakage-aware” latent space. The S-VAE enhances
the traditional encoder-decoder structure with a third com-
ponent: a lightweight classification head. This head operates
directly on the latent mean vector µ produced by the encoder.

This architectural modification enables a paradigm shift in
the training objective. Instead of the conventional Evidence
Lower Bound (ELBO), we introduce a novel multi-component
loss function that formally decomposes the side-channel signal
into deterministic leakage and stochastic noise. Our objective
function is a carefully weighted sum of three distinct losses,
each serving a specific physical role in the context of SCA:

LS-VAE = LMSE + β ·DKL + γ · LCE (1)

where:

• LMSE is the Mean Squared Error reconstruction loss.
Physically, this term enforces signal fidelity, ensuring
that the latent vector z captures the dominant energy
variations and temporal structure of the raw power trace
x.

• DKL is the Kullback-Leibler divergence, acting as a
structural regularizer. By forcing the latent distribution to
approximate a Gaussian prior, it imposes a “smoothness”
constraint on the learned manifold. In the context of IoT
devices, this effectively filters out high-frequency, non-
Gaussian stochastic noise (e.g., electronic thermal noise)
which typically does not conform to the compact latent
structure.
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• LCE is the Cross-Entropy classification loss. This term
acts as a semantic anchor for the secret key information.
Side-channel leakage manifests as minute variations in
dynamic power consumption correlated with the sensitive
intermediate value y (the S-box output). This loss compo-
nent explicitly forces the encoder to isolate these subtle,
key-dependent signal features from high-amplitude back-
ground activity, ensuring that the latent space z preserves
the critical cryptographic information required for key
recovery.

The inclusion of the classification loss term, weighted by
the hyperparameter γ, introduces a critical trade-off between
signal fidelity and leakage extraction. While the reconstruction
loss (LMSE) aims to preserve the exact waveform, the classifi-
cation loss (LCE) explicitly guides the encoder to prioritize fea-
tures discriminative for the cryptographic operation. By tuning
γ, we balance the accuracy of trace reconstruction against
the robustness of the latent representation. This compels the
S-VAE to learn a manifold where vectors corresponding to
different intermediate values are maximally separable, effec-
tively filtering out noise that does not contribute to the security
analysis.

Through empirical analysis, we identified a latent dimen-
sionality of D = 32 as a critical balance point between
computational complexity and model expressiveness. This
dimension is compact enough to strictly limit the model-
ing of irrelevant high-frequency noise, yet sufficiently high-
dimensional to capture the subtle, non-linear dependencies of
the leakage. Theoretically, this approach relies on optimizing
the Evidence Lower Bound (ELBO) as an approximation to
the intractable true data likelihood. This variational relaxation
allows us to transform the computationally prohibitive prob-
lem of modeling raw, high-dimensional traces into a well-
posed, computationally efficient task within a compact latent
space—a formulation specifically optimized for the resource
constraints typical of IoT security evaluations.

B. Denoising Diffusion Implicit Models (DDIMs)

Our proposed framework for generating high-fidelity side-
channel traces is a three-stage process. First, a Supervised
Variational Autoencoder (S-VAE) is trained on the real trace
dataset to learn a compressed and information-rich latent
space. Second, a conditional Denoising Diffusion Implicit
Model (DDIM) [20] is trained exclusively within this low-
dimensional latent space to generate new traces. Finally, these
synthetic traces are used to train a neural network to perform a
profiled attack. This section details the workings of the DDIM
component.

The Denoising Diffusion Implicit Model is a generative
model that learns to reverse a predefined process that gradually
adds noise to data. Its operation can be understood in three
key parts: the fixed Forward Process, the learnable Reverse
Process, and the efficient DDIM Generation Process.

It is critical to emphasize that the update rules and train-
ing objectives employed in this framework are not heuristic
designs but are strictly derived from a well-established opti-
mization framework. The training objective is mathematically

equivalent to maximizing the Evidence Lower Bound (ELBO)
on the data log-likelihood, a fundamental principle in varia-
tional inference. Furthermore, the deterministic sampling pro-
cess (update rules) used in DDIM is rigorously derived from
the discretization of the Probability Flow Ordinary Differential
Equation (ODE). This theoretical grounding ensures that our
model approximates the score function of the data distribution,
providing convergence guarantees consistent with the theory
of stochastic differential equations.

1) Forward Process (Noising): The forward process, also
known as the diffusion process, is a fixed Markov chain that
systematically corrupts an input data point by gradually adding
Gaussian noise over a series of T discrete timesteps. Let
z0 be a clean latent vector from the S-VAE encoder. The
forward process generates a sequence of increasingly noisy
latent vectors z1, z2, . . . , zT , where zT is indistinguishable
from pure Gaussian noise.

This process is governed by a predefined noise schedule,
{βt}Tt=1, which determines the variance of the noise added at
each step t. In our implementation, we use a cosine schedule,
which has been shown to improve generation quality. A key
property of this process is that we can directly sample a noisy
vector zt at any arbitrary timestep t from the original data z0
in a closed form:

zt =
√
ᾱtz0 +

√
1− ᾱtϵ (2)

where:
• ϵ is a random noise vector sampled from a standard

normal distribution, ϵ ∼ N (0, I).
• αt = 1−βt, and ᾱt =

∏t
i=1 αi is the cumulative product

of the α values.
• The terms

√
ᾱt and

√
1− ᾱt are scaling factors that con-

trol the signal-to-noise ratio at timestep t. As t approaches
T , ᾱt approaches 0, causing the signal component (z0)
to vanish and leaving only noise.

This forward process is not learned; it is a fixed procedure
used to prepare the training data for the neural network.

2) Reverse Process: The core of the diffusion model’s
intelligence lies in the reverse process. The goal is to train
a neural network, denoted as ϵθ, that can reverse the noising
process. Specifically, given a noisy latent vector zt at timestep
t, the network is trained to predict the noise component ϵ that
was added to create it.

Our network ϵθ is a U-Net architecture conditioned on both
the timestep t and the corresponding cryptographic label c (i.e.,
the S-box output). The model takes the noisy latent vector zt,
the timestep embedding for t, and the label embedding for c
as input, and outputs a prediction of the noise, ϵθ(zt, t, c).

The training objective is to minimize the difference between
the predicted noise and the actual noise ϵ used in the forward
process. This is achieved using a Mean Squared Error (MSE)
loss function:

L = Ez0,c,ϵ,t

[∥∥ϵ− ϵθ(
√
ᾱtz0 +

√
1− ᾱtϵ, t, c)

∥∥2] (3)

By learning to predict the noise for any given noisy input and
timestep, the model implicitly learns the distribution of the
clean data.
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3) Generation Process: Once the noise prediction network
ϵθ is trained, we can use it to generate new synthetic latent vec-
tors. While standard Denoising Diffusion Probabilistic Models
(DDPMs) use a slow, stochastic sampling process that requires
all T steps, the DDIM formulation allows for a much faster,
deterministic generation path. This enables us to generate high-
quality samples in a fraction of the steps.

The DDIM generation process starts with a random noise
vector, zT ∼ N (0, I), and iteratively refines it over a sequence
of N ≪ T inference timesteps (from t = T down to t = 1).
At each step, the model performs the following calculations to
estimate the latent vector at the previous timestep, zt−1, from
the current one, zt:

1) Predict Noise: The trained U-Net predicts the noise
component from the current vector: ϵθ(zt, t, c).

2) Predict Original Data: An estimate of the original clean
data, denoted ẑ0, is derived using the predicted noise:

ẑ0 =
zt −

√
1− ᾱtϵθ(zt, t, c)√

ᾱt
(4)

3) Compute Direction Pointers: The model now has two
directions: one pointing towards the predicted clean data
(ẑ0) and one pointing towards the predicted noise (ϵθ).

4) Update Step: The next latent vector, zt−1, is calculated
as a linear combination of these two directions, con-
trolled by the noise schedule coefficients:

zt−1 =
√
ᾱt−1 · (ẑ0) +

√
1− ᾱt−1 · ϵθ(zt, t, c) (5)

This deterministic process (for η = 0) is repeated for the
desired number of inference steps. The final output, z0, is a
synthetically generated latent vector. This vector is then passed
through the S-VAE’s decoder to reconstruct a full-length, high-
fidelity side-channel trace corresponding to the conditioning
label c.

IV. METHODOLOGY

Current state-of-the-art generative methods in SCA typically
apply diffusion models directly to raw power traces [15],
[16]. While theoretically sound, this direct adaptation faces
a fundamental hurdle in IoT environments: the curse of di-
mensionality combined with low Signal-to-Noise Ratio (SNR).
Raw traces are dominated by non-informative components,
forcing the generative model to expend the vast majority of
its capacity learning irrelevant distributions. This leads to slow
convergence and poor performance on limited datasets.

To address the challenge of data scarcity in side-channel
analysis, we introduce a novel three-stage pipeline that syn-
thesizes and validates high-fidelity labeled power traces.

To facilitate reproducibility and clarify the data flow, we ex-
plicitly summarize the algorithmic workflow and dimensional
transformations at each stage as follows:

1) Stage 1: Latent Space Formulation (Algorithm 1).
The first stage employs a Supervised Variational Autoen-
coder (S-VAE) to compress noisy, high-dimensional raw
traces (x ∈ R700) into a robust, low-dimensional latent
representation (z ∈ R32). This process effectively filters

noise and extracts salient leakage features. Notations are
detailed in Table I.

2) Stage 2: Conditional Diffusion Training (Algorithm
2). The second stage utilizes a conditional Denois-
ing Diffusion Implicit Model (DDIM). The attention-
augmented U-Net (architecture defined in Table II) is
trained exclusively on these compact vectors (z ∈ R32)
to model the conditional distribution p(z|c), bypassing
the complexity of raw signal processing.

3) Stage 3: Synthetic Generation and Validation (Al-
gorithm 3). Finally, the trained framework generates
synthetic latent vectors which are decoded back to the
time domain (x̂ ∈ R700). These traces are used to train
a CNN-based attack model, serving as the ultimate mea-
sure of the fidelity and practical utility of our generated
data.

The following sections detail each component of this
pipeline, from data representation and generation to the final
attack-based validation. The entire architecture of our pro-
posed framework is illustrated in Figure 1.

A. Dataset and Latent Space Pre-processing

The foundation of a successful generative model is a rep-
resentative and challenging dataset. To ensure our framework
is robust against common side-channel countermeasures, we
utilize the publicly available ASCAD database. A critical
aspect of our methodology is evaluating our framework across
multiple distinct datasets from this collection to demonstrate
its resilience. Specifically, we independently leverage the
profiling traces from three distinct versions: ASCAD sync,
ASCAD desync50, and ASCAD desync100. A detailed de-
scription of the dataset will be provided in the experimental
section. By training and evaluating our model on these diverse
conditions independently, we demonstrate that our S-VAE can
successfully learn the fundamental leakage features of the
cryptographic operation even under severe temporal artifacts,
without relying on synchronized data to attack desynchronized
targets.

Each raw trace in the datasets consists of L = 700 time
samples, a window established by the ASCAD creators to
comprehensively cover the relevant leakage window for the
target cryptographic operation. The labels for our conditional
model are derived from the standard target for ASCAD: the
output of the third S-box operation. This intermediate value
is dependent on the third byte of the plaintext and the secret
key (c = AES Sbox[p2 ⊕ k2]), making it an ideal target for
profiled attacks.

The initial pre-processing pipeline is as follows. First, the
raw traces from all three profiling sets are combined and
normalized using a ‘StandardScaler‘ to have a zero mean and
unit variance. This step is crucial for stabilizing the training
of the neural network. The resulting normalized traces, while
cleaner, still reside in a high-dimensional space, burdened with
significant noise and redundancy.

To overcome this, we employ our tailored S-VAE architec-
ture as a powerful non-linear pre-processor. The normalized
traces from all three datasets are used to train a single S-VAE,
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Fig. 1. Overview of the proposed three-stage framework. Stage 1 (Left): The S-VAE is trained to compress noisy raw traces into a compact, leakage-aware
latent space. Stage 2 (Center): A Conditional DDIM, powered by an attention-augmented U-Net, is trained to model the distribution of these latent vectors
conditioned on cryptographic labels. Stage 3 (Right): Synthetic latent vectors are sampled and decoded back to the time domain to train the CNN attack
model. The diagram illustrates the data flow from raw profiling traces to the final key recovery validation.

whose primary role is to perform a probabilistic encoding
into a compact latent space. This S-VAE is designed to distill
the essential leakage information while aggressively filtering
stochastic noise. We empirically determined an optimal latent
dimensionality of D = 32. The encoder thus performs the
mapping:

fenc : R700 → R32 (6)

The output of this stage is a new, unified dataset consist-
ing of low-dimensional latent vectors (z ∈ R32) and their
corresponding cryptographic labels. This transformed dataset
is not only computationally efficient but also represents a
denoised and structurally enhanced version of the original data,
priming it for the subsequent high-fidelity generation by our
conditional DDIM. The complete procedure for training the
VAE and formulating this latent space is formally summarized
in Algorithm 1.

B. Conditional DDIM for Latent Vector Generation
The core of our generative framework is the conditional dif-

fusion model trained on the S-VAE’s latent space. Its function
is to approximate the complex conditional distribution p(z|c)
by learning to reverse the diffusion process. The learnable
engine that powers this reversal is a sophisticated, attention-
augmented U-Net, which we denote as ϵθ. This section details
the architecture of this network, our strategy for injecting
conditional information, the training objective, and the final
conditional generation process.

1) Advanced U-Net Architecture: A standard U-Net is
effective due to its symmetric encoder-decoder structure and
skip connections, which enable multi-scale feature process-
ing. However, to model the subtle and potentially non-local
dependencies inherent in side-channel leakage, we enhance
this foundational design with residual connections and self-
attention mechanisms. The architecture is specifically designed
to operate on 1D sequential data (the latent vectors zt ∈ R32).
A comprehensive layer-by-layer breakdown of the full archi-
tecture, including all parameters and output shapes, is provided
in Table II.

The encoder path is responsible for progressively extracting
more abstract, high-level features from the noisy latent input
zt. It consists of a series of downsampling stages. Each stage
contains two ResidualBlock modules followed by a strided
convolution for downsampling. Each ResidualBlock itself con-
tains two 1D convolutional layers with batch normalization
and ReLU activations, and a skip connection that adds the
block’s input to its output. This residual design is crucial for
enabling the training of a deep network by mitigating the
vanishing gradient problem.

A key innovation in our U-Net is the integration of a Mul-
tiHeadAttentionBlock within the deepest, lowest-resolution
layers of the encoder and the bottleneck. While convolutional
layers excel at identifying local patterns, their ability to
model long-range dependencies is limited by the size of their
receptive field. Side-channel leakage, even in a compressed
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TABLE II
DETAILED ARCHITECTURE OF THE U-NET MODEL USED FOR NOISE PREDICTION. THE MODEL OPERATES ON A LATENT VECTOR OF LENGTH L = 32.

WE DENOTE THE BATCH SIZE AS N AND THE BASE CHANNEL COUNT AS bc = 256.

Path Layer / Block Parameters / Details Output Shape Connected From

Input and Conditioning
- Input Latent Vector (zt) - (N, 1, L) -
- Input Projection 1× 1 Conv, 1 → bc channels (N, bc, L) Input zt
- Additive Conditioning Time & Label Embeddings (N, bc, L) Previous Layer

Encoder (Downsampling Path)

Encoder 1 ResidualBlock ×2 k = 5, same padding (N, bc, L) Previous Layer
Downsample k = 4, s = 2, p = 1 Conv1D (N, 2bc, L/2) Output of ResBlocks (creates skip1)

Encoder 2 ResidualBlock ×2 k = 5, same padding (N, 2bc, L/2) Previous Layer
Downsample k = 4, s = 2, p = 1 Conv1D (N, 4bc, L/4) Output of ResBlocks (creates skip2)

Encoder 3 ResBlock + AttnBlock ×2 k = 5, nh = 4 heads (N, 4bc, L/4) Previous Layer
Downsample k = 4, s = 2, p = 1 Conv1D (N, 8bc, L/8) Output of AttnBlocks (creates skip3)

Bottleneck

Bottleneck
ResidualBlock k = 5, same padding (N, 8bc, L/8) Previous Layer
MultiHeadAttentionBlock nh = 4 heads (N, 8bc, L/8) Previous Layer
ResidualBlock k = 5, same padding (N, 8bc, L/8) Previous Layer

Decoder (Upsampling Path)

Decoder 1
Upsample k = 4, s = 2, p = 1 ConvTranspose1D (N, 4bc, L/4) Previous Layer
Concatenate Concatenate along channel dim (N, 8bc, L/4) Previous Layer + skip3
ResBlock + AttnBlock ×2 k = 5, nh = 4 heads (N, 4bc, L/4) Previous Layer

Decoder 2
Upsample k = 4, s = 2, p = 1 ConvTranspose1D (N, 2bc, L/2) Previous Layer
Concatenate Concatenate along channel dim (N, 4bc, L/2) Previous Layer + skip2
ResidualBlock ×2 k = 5, same padding (N, 2bc, L/2) Previous Layer

Decoder 3
Upsample k = 4, s = 2, p = 1 ConvTranspose1D (N, bc, L) Previous Layer
Concatenate Concatenate along channel dim (N, 2bc, L) Previous Layer + skip1
ResidualBlock ×2 k = 5, same padding (N, bc, L) Previous Layer

Output
- Final Projection 1× 1 Conv, bc → 1 channels (N, 1, L) Previous Layer
- Predicted Noise (ϵθ) - (N, 1, L) Previous Layer

latent space, may contain causally related features that are not
spatially adjacent. The self-attention mechanism overcomes
this limitation by computing the response at a position in
the sequence as a weighted sum of the features at all other
positions. This allows the model to capture a global, holistic
understanding of the entire latent vector, modeling complex
interactions that would be missed by convolutions alone.

The bottleneck of the network sits at the lowest spatial
resolution and serves to process the most abstract feature rep-
resentations, containing further residual and attention blocks.
The decoder path then symmetrically mirrors the encoder.
It uses transposed convolutions to progressively upsample
the feature maps back to the original resolution. At each
upsampling stage, the feature maps are concatenated with the
corresponding feature maps from the encoder path via long-
range skip connections. This is the defining feature of the
U-Net, as it allows the network to fuse high-level, semantic
context from the decoder with the fine-grained, low-level
spatial details preserved by the encoder, leading to a highly
accurate noise prediction.

2) Conditional Information Encoding: To guide the gen-
eration process, the U-Net must be conditioned on both the
diffusion timestep t and the cryptographic label c. We employ
a sophisticated embedding strategy to inject this information
effectively.

• Timestep Embedding: The scalar timestep t is trans-
formed into a high-dimensional vector using a sinusoidal

positional embedding, inspired by the Transformer ar-
chitecture. This allows the network to easily distinguish
between different stages of the denoising process.

• Label Embedding: The integer label c ∈ [0, 255] is
mapped to a dense embedding vector via a learnable layer.

These two embedding vectors are then passed through separate
dense layers and are added to the initial feature representation
of the latent vector zt. By injecting the conditional information
at the very beginning of the network, we allow it to influence
the feature extraction process at every subsequent layer, ensur-
ing the final noise prediction is strongly conditioned on both
t and c.

3) Training Objective and Procedure: The U-Net ϵθ is
trained using a simple yet powerful objective: to minimize the
Mean Squared Error (MSE) between the true noise ϵ added
during the forward process and the noise predicted by the
network. The training procedure, formalized in Algorithm 2,
can be summarized as follows: for each training step, we
sample a clean latent vector z0 and its label c from our S-
VAE processed dataset. We then sample a random timestep t ∼
Uniform(1, . . . , T ) and a random noise vector ϵ ∼ N (0, I).
We use these to create a single noisy sample zt via forward
diffusion. This sample, along with t and c, is fed to the U-
Net to produce a predicted noise ϵ̂. The parameters θ are then
updated by performing a gradient descent step on the MSE
loss, L = ∥ϵ− ϵ̂∥2.
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Algorithm 1 Supervised VAE (S-VAE) Training for Latent
Space Formulation
Require: Profiling dataset (Xprofile,Yprofile), Hyperparameters

(learning rate η, epochs E, batch size B, KL weight β,
CE classification weight γ).

Ensure: Optimized S-VAE parameters ϕ∗ (encoder), θ∗ (de-
coder), and ω∗ (classifier head).

1: Initialize S-VAE parameters ϕ, θ, ω.
2: (Xtrain,Ytrain)← Preprocess(Xprofile,Yprofile). ▷ Split

data and normalize traces.
3: Initialize AdamW Optimizer with learning rate η.
4: for epoch ← 1 to E do
5: Shuffle (Xtrain,Ytrain) jointly. ▷ Preserve trace-label

correspondence.
6: for each batch (xbatch,ybatch) from (Xtrain,Ytrain) do
7: µ, logσ2 ← fenc(xbatch;ϕ). ▷ Encoder maps traces

to a distribution.
8: z ← Reparameterize(µ, logσ2). ▷ Sample

latent vector z ∼ N (µ,σ2I).
9: xrecon ← fdec(z; θ). ▷ Decoder reconstructs traces

from latent vector.
10: logits ← fclass(µ;ω). ▷ Classify using the latent

mean vector.
11: LMSE ← MSE(xbatch,xrecon). ▷ Calculate recon-

struction error.
12: LKL ← DKL(qϕ(z|xbatch)∥p(z)). ▷ Calculate KL

divergence.
13: LCE ← CrossEntropy(logits,ybatch). ▷ Calcu-

late classification error.
14: Ltotal ← LMSE +β ·LKL +γ ·LCE. ▷ Compute total

S-VAE loss.
15: (ϕ, θ, ω) ← Optimize(ϕ, θ, ω,Ltotal). ▷ Update

all parameters via backpropagation.
16: end for
17: end for
18: return ϕ∗, θ∗, ω∗

4) Conditional Generation with DDIM Sampling: Once
trained, the U-Net serves as the engine for a DDIM-based
conditional sampler. This process allows us to generate a
novel latent vector corresponding to any desired label c.
The generation begins with a vector of pure Gaussian noise,
zT ∼ N (0, I). It then iteratively denoises this vector over a
sequence of N ≪ T inference steps.

The critical aspect of this process is the role of the condi-
tioning label c. At every single step of the reverse process
(from t down to t − 1), the current noisy vector zt and
the constant target label c are passed to the U-Net ϵθ. The
network’s prediction is thus always guided by the target label,
ensuring that the denoising trajectory is steered towards a
final sample z0 that belongs to the manifold of class c. The
DDIM formulation provides an accelerated sampling scheme
to compute zt−1 from zt and the guided noise prediction. After
N steps, the process yields a synthetic latent vector z0 which
is then passed to the S-VAE decoder to reconstruct a full-
length power trace. This guided generation process is detailed

Algorithm 2 Conditional DDIM Training on Latent Space
Require: S-VAE processed dataset Dz = {(z0, c)}, U-Net ϵθ,

Training settings (epochs E, steps T , schedule ᾱt).
Ensure: Optimized U-Net parameters θ∗.

1: Initialize U-Net parameters θ.
2: Initialize AdamW Optimizer and Learning Rate Scheduler.
3: for epoch ← 1 to E do
4: Shuffle dataset Dz . ▷ Ensure stochasticity for each

epoch.
5: for each batch (z0,batch, cbatch) from Dz do
6: t ← UniformSample(1, . . . , T ). ▷ Sample a

random timestep for each item in the batch.
7: ϵ ← N (0, I). ▷ Sample Gaussian noise from a

standard normal distribution.
8: zt,batch ←

√
ᾱtz0,batch +

√
1− ᾱtϵ. ▷ Create noisy

latent vectors.
9: ϵpred ← ϵθ(zt,batch, cbatch, t). ▷ Predict noise using

the conditional U-Net.
10: L ← MSE(ϵ, ϵpred). ▷ Calculate loss based on true

and predicted noise.
11: θ ← OptimizeStep(θ,L). ▷ Update U-Net

parameters via backpropagation.
12: end for
13: end for
14: return θ∗

Algorithm 3 Conditional Latent Vector Generation
Require: Trained U-Net ϵθ∗ , target label c, number of infer-

ence steps N , noise schedule ᾱt.
Ensure: A synthetic latent vector z0 corresponding to label

c.
1: zT ← N (0, I). ▷ Start with a random noise vector.
2: Let timesteps be (τi)

N
i=1 be a sequence from T down to

1.
3: for i← N down to 1 do
4: t← ti.
5: tprev ← ti−1 (or 0 if i = 1).
6: ϵ̂← ϵθ∗(zt, c, t). ▷ Predict noise for the current step,

conditioned on target label c.
7: ẑ0 ← (zt −

√
1− ᾱtϵ̂)/

√
ᾱt. ▷ Predict the original

clean data.
8: ztprev ←

√
ᾱtprev ẑ0+

√
1− ᾱtprev ϵ̂. ▷ Update the vector

to the previous timestep.
9: end for

10: return z0

in Algorithm 3.

V. EXPERIMENTS AND RESULTS

This section details the empirical validation of our pro-
posed latent diffusion framework. We designed a series of
experiments to rigorously assess the quality of the generated
synthetic traces and their effectiveness in mounting a suc-
cessful profiled side-channel attack. The primary objective of
our experiments is to demonstrate that our generative model,
trained on a limited set of real traces, can produce synthetic
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data of sufficient quality to successfully attack a challenging,
real-world target protected by desynchronization countermea-
sures. All experiments were conducted on a high-performance
workstation equipped with an Intel Core i9-14900K CPU and
a single NVIDIA GeForce RTX 5090 GPU.

To explicitly address the high computational overhead typ-
ically associated with diffusion models and to demonstrate
the practical relevance of our framework for IoT security
evaluations, we briefly quantify our training and sampling
costs. By strategically compressing the high-dimensional raw
traces into a 32-dimensional latent space via the S-VAE, the
overall computational burden is drastically reduced. Specif-
ically, training the S-VAE takes approximately 5 minutes.
Operating exclusively within this compact latent space, train-
ing the conditional DDIM requires only about 2 hours to
fully converge. Furthermore, generating a complete synthetic
dataset of 50, 000 traces takes merely 2 hours by exploiting
the accelerated sampling capability of DDIM. Compared with
a standard DDPM formulation with T = 16,000 diffusion
timesteps, our DDIM uses only N = 1,000 inference steps,
corresponding to an approximate 16× reduction in sampling
cost. This substantial reduction in computational burden and
hardware requirements highlights the “Less is More” advan-
tage of our latent approach, making high-fidelity synthetic
trace generation both computationally tractable and practically
accessible.

A. Dataset
To rigorously evaluate the performance of our generative

model and ensure a fair comparison with state-of-the-art
methods, we conduct our experiments on two distinct hardware
platforms.

First, we utilize the ASCAD database [21], which is widely
recognized as the standard benchmark for deep learning-
based SCA. Unlike proprietary datasets, ASCAD enables
reproducible research by providing a common baseline for pro-
filing attacks on an 8-bit AVR microcontroller (ATmega8515)
running a masked AES-128 implementation. Its adoption in
numerous recent works (e.g., [22], [23]) validates its suitability
for benchmarking generative defenses. Second, to further
demonstrate the robustness and generalization capability of
our work across different hardware architectures, we introduce
a dataset collected from the CW308T-XMEGA target board.
This board is equipped with an ATXMEGA128D4 processor,
an 8-bit microcontroller featuring 8 KB of SRAM and 128 KB
of FLASH. The target board is mounted on the ChipWhisperer
CW308T UFO platform, a widely used capture hardware that
allows for consistent power trace acquisition across various
microcontrollers. Our experimental design focuses on four
specific scenarios. These scenarios address different levels of
desynchronization and hardware variations, directly evaluating
the robustness of our model against common countermeasures
and architectural differences:

• Experiment 1: Synchronized Baseline (ASCAD.h5):
This dataset contains the original, perfectly aligned traces.
It serves as our baseline condition, representing an ideal,
countermeasure-free environment to establish the maxi-
mum potential quality of our synthetic data.

• Experiment 2: Moderate Desynchronization (ASCAD
desync50.h5): This dataset contains traces that have been
artificially desynchronized within a random window of up
to 50 samples. This represents a common and practical
real-world scenario where moderate clock jitter is present.

• Experiment 3: High Desynchronization (ASCAD
desync100.h5): This dataset contains traces with a more
aggressive desynchronization of up to 100 samples. It
provides a highly challenging scenario designed to test
the upper limits of our model’s ability to learn and
generate leakage patterns in the presence of strong coun-
termeasures.

• Experiment 4: Hardware Generalization (CW308T-
XMEGA): This dataset consists of power traces acquired
from the ATXMEGA128D4 microcontroller. By extend-
ing our evaluation to this distinct 8-bit architecture, we
verify that our generative method is not overfitted to
the specific leakage characteristics of the ATmega8515
(ASCAD) and remains effective on alternative platforms
designated by the ChipWhisperer ecosystem.

For all scenarios, we follow a strict and independent
separation of data. The entire generative pipeline is trained
exclusively on the profiling set (50,000 traces for ASCAD
experiments; equivalent splitting for XMEGA). The quality of
the resulting synthetic data is then evaluated by training an
attack model and using it to attack the corresponding traces
from the separate test set. Each attack set uses a different,
unknown key, ensuring a realistic black-box attack evaluation.

The target for both generation and attack remains consistent
across all experiments: the third byte of the AES key, following
the standard leakage model where the label corresponds to
the S-box output: c = AES Sbox[p2 ⊕ k2]. This compar-
ative structure allows us to directly measure the impact of
desynchronization and hardware architecture on our model’s
generative capabilities and the subsequent attack success.

B. Results
This section presents a comprehensive empirical evaluation

of our proposed methodology. We designed a structured, three-
part experimental study to rigorously assess our contributions.
The overarching goal is to demonstrate that our proposed latent
diffusion framework is not only viable but also highly effective
and robust for generating synthetic side-channel traces, partic-
ularly in the presence of desynchronization countermeasures.
Our evaluation is structured as a comparative analysis across
three distinct experimental setups, each performed on the three
ASCAD scenarios (synchronized, desync50, and desync100).

First, we establish a performance baseline, or “upper
bound,” by training the attack model directly on the real pro-
filing traces. This represents the best-case performance achiev-
able with the given attack architecture. Second, we conduct a
critical ablation study to validate the S-VAE stage. We attack
using the real traces after they have been encoded into the
32-dimensional latent space. This experiment is designed to
answer a key question: does our S-VAE based dimensionality
reduction preserve the critical leakage information necessary
for a successful attack? Finally, we evaluate our full, end-to-
end framework. We train the attack model exclusively on the
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synthetic traces generated by our S-VAE conditional DDIM
pipeline and attack the real traces. This directly measures the
quality and functional utility of our generated data.

1) E1: Baseline Performance on Real Data: To establish an
unequivocal benchmark for comparison, we first conducted a
direct attack using the original, unmodified ASCAD datasets.
This experiment quantifies the maximum achievable perfor-
mance with our chosen attack architecture, representing the
“gold standard” against which any generative model should
be measured.

The comprehensive results, quantified by the Number of
Traces to Guessing Entropy zero (NTGE), are presented in
Table III. This table not only shows the performance of our
baseline attack (i.e. Ours-Origin‘) but also contextualizes it
by comparing it against several key publications that have
previously benchmarked on the ASCAD datasets.

The comprehensive results, quantified by the Number of
Traces to Guessing Entropy zero (NTGE), are presented in
Table III. This table not only shows the performance of our
baseline attack (i.e., Ours-Origin) but also contextualizes it by
comparing it against several state of the art methods that have
previously been benchmarked on the ASCAD datasets.

As shown in the results, our baseline attack is highly
effective across all scenarios. To explicitly address the inherent
stochasticity of deep learning training and to ensure a rigorous
evaluation, we conducted three experimental runs for each
configuration. We report the best-performing results achieved
across these runs to highlight the optimal capability of our
trained models. To validate the robustness of our experimental
setup, we analyze our performance in relation to prior works.
In the ideal, countermeasure-free scenario, our attack model
recovers the key with only 69 traces (best of 69, 85, 95). This
performance is highly competitive and aligns with the state-of-
the-art. It is on par with the results from Zaid et al. [23] (191
traces) and Libang et al. [24] (202 traces), confirming that our
chosen CNN architecture and training regimen are correctly
implemented and highly effective. Furthermore, it represents
a significant improvement over the initial benchmark reported
by Prouff et al. [21], which required over 1000 traces, high-
lighting the advancements in deep learning-based attacks.

The true test of an attack model’s robustness is its per-
formance against countermeasures. The robustness of our
model becomes particularly evident on the ASCAD desync50
dataset, where our attack requires only 101 traces for key
recovery (best of 101, 118, 199) . This result demonstrates
a substantial improvement in efficiency, significantly outper-
forming the 193 traces reported by Libang et al. [24] and
proving to be more than twice as efficient as the 244 traces
required by Zaid et al. [23]. This further validates that our
baseline is performing at the expected state-of-the-art level.

Most notably, on the highly challenging AS-
CAD desync100 dataset, our attack model outperforms
previously published results, requiring only 229 traces for
key recovery (best of 229, 306, 386). This is a marked
improvement over the 270 traces required by Zaid et al. [23]
and the 231 traces required by Libang et al. [24]. This superior
performance on the most difficult dataset suggests that our
implementation is particularly well-suited for handling high

levels of desynchronization. In contrast, the original analysis
by Prouff et al. [21] failed to recover the key within 5000
traces on either desynchronized dataset, underscoring the
formidable challenge posed by this countermeasure.

2) E2: Ablation Study - Viability of the VAE Latent Space:
A cornerstone of our methodology is the strategic compres-
sion of high-dimensional traces into a compact latent space.
This ablation study critically evaluates a central hypothesis:
can a 32-dimensional latent space, learned by our S-VAE,
effectively preserve the salient leakage features required for a
successful attack? This experiment is designed to quantify the
information fidelity of our S-VAE stage and justify its role as
a foundational component for the subsequent diffusion model.

To test this, we conducted an attack directly within the
latent space. For each of the three scenarios, the real profiling
and attack traces were first passed through the pre-trained
VAE encoder to obtain their 32-dimensional latent vector
representations. A CNN attack model was then trained on
the latent vectors from the profiling set and used to attack
the latent vectors from the corresponding attack set. The
quantitative results of this experiment are presented in the
Ours-S-VAE column of Table III, and we analyze them in
detail below. Consistent with our baseline evaluations, each
experiment in this ablation study was repeated three times to
account for stochastic variance. We report the best-performing
result across these runs to highlight the optimal capability of
the latent space representation.

In the synchronized scenario, we observe that the attack on
the S-VAE’s latent space requires only 74 traces to recover the
key (best of 74, 128, 209). This performance is remarkably
close to the baseline attack on the original data 69 traces),
representing a negligible performance trade-off. By learning
to reconstruct the principal components of the signal, the S-
VAE effectively filters out stochastic, high-frequency noise
present in the raw traces, creating a “cleaner” and more
information-dense feature space. As expected, for the more
challenging desynchronized scenarios, a performance trade-
off is observed. On ASCAD desync50, the number of traces
required increases from 101 to 248 (best of 248, 251, 367).
On ASCAD desync100, the number increases from 200 to
335 (best of 335, 338, 520). This degradation is an inevitable
consequence of the aggressive dimensionality reduction. The
desynchronization introduces significant temporal variance,
and it is plausible that some subtle timing-related leakage
information is lost during the S-VAE’s encoding-decoding
process. However, it is crucial to note that even with this infor-
mation loss, the key is still recovered with a very reasonable
number of traces.

This experiment provides compelling evidence for our core
hypothesis. The attack on the S-VAE-based latent space re-
mains highly effective across all scenarios even when factoring
in experimental variance, confirming that the vast majority
of critical leakage information is preserved with high fidelity.
The slight performance degradation in desynchronized cases
is a well-justified and acceptable trade-off for the immense
practical benefits a 32-dimensional representation offers. By
operating in this compact space, the subsequent DDIM training
becomes computationally tractable, requiring significantly less
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TABLE III
COMPARISON OF NTGE WITH STATE-OF-THE-ART METHODS (ALL ON ASCAD PLATFORM)

Attack Data Source [21] [24] [23] [25]-CGAN [15]-DDPM Ours-Origin Ours-S-VAE Ours-DDIM

ASCAD sync 1146 202 191 191 1531 69 74 88
ASCAD desync50 5000+ 193 244 - 5730 101 248 694
ASCAD desync100 5000+ 231 270 - - 229 355 4107

memory and time.
3) E3: Attack on Synthetically Generated Data: This exper-

iment evaluates the performance of our method. The objective
is to demonstrate that an attack model trained exclusively on
data produced by our S-VAE conditional DDIM framework
can successfully compromise a real-world target and to bench-
mark this performance against both the real-data baseline and
other state-of-the-art generative models. For each of the three
ASCAD scenarios, we first trained our conditional latent dif-
fusion model on the corresponding S-VAE processed profiling
set. We then used this model to generate a new, fully synthetic
dataset of 50,000 labeled traces. The performance of our
proposed method is presented in the Ours-DDIM column of
Table III. To rigorously validate the stability of our generative
framework and account for the stochastic nature of diffusion
models, we executed three runs for each scenario and report
the optimal attack performance alongside the distribution of
results.

Our framework successfully recovers the secret key in all
three scenarios, requiring 88 (best of 88, 238, 488) traces
for ASCAD sync, 694 (best of 694, 756, 953) for AS-
CAD desync50, and 4107 (best of 4107, 4119, 4211) for
ASCAD desync100. When compared to our own real-data
baseline in Ours-Origin column, an expected performance
gap exists, as any generative process entails some degree
of information loss. However, this gap is remarkably narrow
in the synchronized scenario (i.e. 88 vs. 69 traces). While
the gap widens for the desynchronized cases, the key is
still recovered efficiently. This confirms that our framework
generates synthetic data that is not merely statistically plau-
sible but functionally potent, retaining the critical leakage
characteristics necessary for a successful attack.

Compared to contemporary GAN-based methods, our model
demonstrates superior efficiency; on the synchronized dataset,
our method requires only 88 traces, making it more than twice
as effective as the CGAN-based approach of Wang et al. [25]
(191 traces). However, a more stark and compelling contrast is
seen when comparing our results to the DDPM-based method
of Yap et al. [15], which operates directly on raw traces. On
ASCAD sync, our model is approximately 17 times more
efficient , and this performance gap widens dramatically on
the ASCAD desync50 dataset, where our model is over 7.5
times more efficient. This vast improvement provides a direct
and powerful validation of our core hypothesis: by training
the diffusion model on a compact, denoised 32-D latent space
instead of the noisy, high-dimensional 700-D raw trace space,
we achieve a monumental gain in both generative quality and
attack efficacy.

Crucially, our work represents, to the best of our knowl-

edge, the first successful demonstration of a generative model
producing synthetic data capable of compromising the highly
challenging ASCAD desync100 target. Our method success-
fully recovers the key with 4107 traces. This breakthrough
is a direct testament to the exceptional robustness of our
S-VAE Conditional DDIM pipeline. The ability to generate
functional attack traces from a source afflicted by such severe
misalignment firmly establishes our framework as a state-of-
the-art solution for security evaluation against strong, real-
world countermeasures.

4) E4: Comparative Analysis and Data Efficiency: To
validate the superiority of our framework, we extend our
evaluation beyond internal consistency checks to a direct
comparison with recent state-of-the-art (SOTA) methods. As in
our previous experiments, we account for the stochastic nature
of model training by conducting three runs and reporting the
highest achieved accuracy. To rigorously evaluate the data
efficiency of our framework, we compare the classification
accuracy and the required profiling set size against these
methods in Table IV.

As detailed in the table, traditional deep learning-based
attacks and heavy generative models often demand extensive
datasets to converge. For instance, while the DDPM-based
approach by Karayal et al. [16] achieves near-perfect accuracy
(99.60%), it requires a massive profiling set of 63,750 traces.
Similarly, standard CNNs and metric-learning approaches like
TripletPower [26] show significant performance degradation
when the training data is reduced (e.g., CNN accuracy drops
to 57.56% at 4,000 traces).

In contrast, our method achieves a peak accuracy of 97.7%
(best of 97.7%, 96.5%, 94.4%) using only 2,560 synthetic
traces generated via DDIM. This result highlights the “Less is
More” advantage: by effectively learning the leakage manifold
within a compact latent space, our model generates highly in-
formative training samples. These synthetic traces capture the
essential leakage features more efficiently than larger datasets
used in traditional raw-trace or GAN-based approaches [27],
allowing for rapid model convergence with minimal profiling
effort.

C. Hyperparameter settings and analysis

To ensure the reproducibility of our results and to provide
full transparency into our experimental design, this section
details the complete set of hyperparameters used for each
stage of our framework. The selected values are based on a
combination of established best practices from the relevant
literature and empirical tuning on a small validation set. A
consolidated list of all settings is presented in Table V.
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TABLE IV
COMPARISON OF ACCURACY WITH STATE-OF-THE-ART METHODS (ALL ON CHIPWHISPERER PLATFORM)

Work Method / Model Training Traces Accuracy

[27] CGAN 4,500 91.25%

[26]

CNN 16,000 98.26%
TripletPower 16,000 98.32%

CNN 4,000 57.56%
TripletPower 4,000 97.02%

[28]
MLP/CNN 5,000 97.00%

CNN+LSTM 5,000 96.00%

This work DDIM 2560 97.7%

While many of the chosen hyperparameters, such as the
learning rates and batch sizes, are standard for their respective
tasks, several decisions are critical to the success of our
framework.

For the S-VAE, the most impactful hyperparameter is the
KL weight, β = 4.0. A standard VAE (β = 1.0) prioritizes
perfect reconstruction, which can lead to overfitting on noise.
By increasing β, we place a stronger regularization penalty
on the latent space, forcing the encoder to learn a more
generalized and disentangled representation. This is crucial for
its function as a denoiser and feature purifier, as validated in
our ablation study.

For the DDIM, the architectural choices are paramount. The
choice of 1000 epochs reflects the significant complexity of
learning the conditional distribution of the latent space. The
U-Net’s capacity, governed by the base channel count of 256
and 4 attention heads, was determined to be a robust con-
figuration capable of modeling the intricate leakage patterns
without excessive computational overhead. The large number
of total diffusion timesteps (T = 16, 000) provides a very
smooth noising process, which aids the model in learning a
precise denoising function. This high-fidelity learning is then
leveraged by the DDIM sampler, which can produce high-
quality samples in a much smaller number of inference steps
(N = 1000), providing a practical balance between training
fidelity and generation speed.

D. Discussion

The empirical results presented in the previous section
robustly validate our three-stage generative framework. How-
ever, the raw performance metrics only tell part of the story.
This section provides a deeper interpretation of our findings,
reflects on the underlying mechanics of our approach, dis-
cusses its broader implications for IoT security, and outlines
the limitations and promising avenues for future research.

1) The Synergy of S-VAE and Conditional DDIM: A Divi-
sion of Labor: Our central hypothesis was that a three-stage
approach would outperform a monolithic model operating on
raw data. The results provide a resounding confirmation. The
success of our framework can be attributed to an effective
“division of labor” between the S-VAE and the Conditional
DDIM, a synergy that is key to its performance.

TABLE V
CONSOLIDATED LIST OF HYPERPARAMETERS USED FOR ALL STAGES OF

THE EXPERIMENTAL PIPELINE.

Stage Parameter Value

Stage 1: Supervised Variational Autoencoder (S-VAE)
Optimizer AdamW
Learning Rate 1× 10−4

Epochs 75
Batch Size 256
Latent Dimension (Dz) 32
KL Weight (β) 4.0
CE Weight (γ) 150.0

Stage 2: Conditional Denoising Diffusion Implicit Model (DDIM)
Optimizer AdamW
Learning Rate 1× 10−4

Epochs 1,000
Batch Size 256
Total Timesteps (T ) 16,000
Inference Steps (N ) 1,000
U-Net Base Channels (bc) 256
U-Net Attention Heads (nh) 4

Stage 3: CNN Attack Model
Optimizer AdamW
Learning Rate 1× 10−4

Epochs 75
Batch Size 256

The S-VAE’s role is far more significant than mere dimen-
sionality reduction. As demonstrated in our ablation study
(E2), it acts as a powerful desynchronization filter and feature
purifier. By learning a low-dimensional representation, the S-
VAE is forced to discard high-frequency, stochastic noise and
focus on the principal, invariant components of the signal—the
leakage itself. The surprising performance improvement on the
synchronized dataset (74 vs 167 traces) is a testament to this
denoising capability. For desynchronized traces, it effectively
creates a more stable, temporally consistent manifold for the
subsequent model to learn from.

With the S-VAE handling the difficult task of cleaning and
structuring the data, the conditional DDIM is freed to do what
it does best: high-fidelity distributional learning. Instead of
wasting its vast capacity on modeling noise and jitter in a 700-
dimensional space, it can focus its full expressive power on the
much simpler, well-behaved 32-dimensional latent space. This
explains the monumental performance gap observed between
our method and the raw DDPM approach of Yap et al. [15].
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Our framework does not just generate traces; it first learns
what is important in a trace, and then generates from that
purified knowledge.

2) Implications for IoT Security and Side-Channel Analy-
sis: The practical implications of this data-efficient generative
approach are significant, particularly for the IoT ecosystem.

• Democratizing Security Evaluation: The primary bar-
rier to advanced SCA in IoT is the acquisition of large-
scale datasets. Our method dramatically lowers this bar-
rier. Security analysts can now leverage a small, easily
obtainable set of traces to generate a vast, high-quality
synthetic dataset, enabling thorough, deep learning-based
vulnerability assessments that were previously impracti-
cal.

• Enabling Proactive Design: Chip designers can use this
framework to evaluate the effectiveness of countermea-
sures before fabrication. By capturing a limited number
of traces from a prototype, they can generate a massive
dataset to simulate and quantify the resilience of their
designs against state-of-the-art attacks, accelerating the
design-test-iterate cycle.

• A New Paradigm for Trace Sharing: Instead of shar-
ing large, cumbersome datasets, research institutions or
certification labs could share highly compact, pre-trained
generative models. This would allow for reproducible
research and standardized testing without the logistical
overhead of transferring terabytes of data.

3) Convergence and Stability Analysis: A key concern
in generative modeling is training stability. Unlike GANs,
which rely on finding a Nash equilibrium in a min-max
game and often suffer from mode collapse or oscillation, our
Latent Diffusion approach benefits from a stable optimization
landscape. The training objective is a weighted regression
problem, which is inherently more stable. Empirically, we
observed consistent convergence of the validation loss across
all experimental scenarios (synchronized and desynchronized).
While the individual optimization objectives (such as the
ELBO) are theoretically sound, our results provide strong
empirical evidence that the joint pipeline exhibits reliable
behavior without requiring the delicate hyperparameter tuning
typical of adversarial methods.

Finally, we acknowledge the inherent stochasticity involved
in training deep learning models, particularly complex gen-
erative architectures such as diffusion models. Variations in
random weight initialization and the stochastic nature of the
diffusion sampling process can introduce slight variances in
the final generative quality and the resulting Side-Channel
Analysis (SCA) metrics (e.g., NTGE and accuracy). Due to
the substantial computational resources required to fully train
these models across multiple large-scale datasets, conducting
numerous independent runs to report robust statistical means
and standard deviations was computationally prohibitive. Con-
sequently, the results reported in Table III and Table IV
represent the performance of a best-effort converging model.

4) Discussion on Generalizability: While our empirical
evaluation focuses on the widely adopted ASCAD datasets and
the ChipWhisperer platform (targeting AES implementations),
the fundamental architecture of our latent diffusion framework

exhibits strong potential for broader generalizability. First, our
framework is inherently data-driven and algorithm-agnostic.
The S-VAE and DDIM components learn the underlying
statistical distribution of time-series side-channel leakages
rather than algorithm-specific cryptographic structures. Con-
sequently, by adapting the conditional labels (e.g., switching
from Identity leakage to Hamming Weight or Hamming Dis-
tance), our methodology can be naturally extended to other
symmetric algorithms, as well as asymmetric ciphers (e.g.,
RSA, ECC) and emerging Post-Quantum Cryptography (PQC)
schemes. Second, the robust 32-D latent space projection is
specifically designed to filter out stochastic noise and temporal
misalignments. This architectural advantage suggests that our
approach can maintain its efficacy across traces collected
from diverse hardware architectures, such as FPGAs, secure
smart cards, and various IoT microcontrollers. Exploring the
application of this latent generative framework to a wider array
of cryptographic settings and device types remains an exciting
direction for future work.

VI. CONCLUSION AND FUTURE WORK

In conclusion, this work presents more than just a new
method for data augmentation; it offers a strategic shift from
data-hungry analysis to data-efficient, model-driven security
evaluation. By intelligently combining representation learning
via a S-VAE with high-fidelity generative modeling using a
DDIM, we have empirically demonstrated a framework capa-
ble of producing synthetic side-channel traces of exceptional
quality, leading to successful key recovery even on highly
desynchronized targets. While the optimization objectives of
the individual components are theoretically grounded, our re-
sults provide robust empirical validation of the joint pipeline’s
stability and convergence. While our framework demonstrates
significant promise, its limitations highlight several exciting
avenues for future investigation. A crucial next step is to assess
the framework’s generalizability across diverse cryptographic
algorithms (e.g., ECC, post-quantum cryptosystems) and dif-
ferent hardware platforms, which may exhibit vastly differ-
ent leakage characteristics. Furthermore, while generation is
accelerated, the initial training of diffusion models remains
computationally intensive; future research could explore more
efficient training paradigms, such as consistency models, to
further enhance practicality. Additionally, a systematic study
on the sensitivity and automated optimization of key hyper-
parameters, such as the latent space dimensionality and the β
value, would be a valuable contribution. Finally, the structured
latent space learned by the S-VAE presents a research oppor-
tunity in its own right, with potential for novel attack vectors
or for visualizing the impact of physical countermeasures. By
addressing these future challenges, we believe this approach
of modeling compact, purified feature spaces provides a robust
and practical solution to one of the most pressing challenges
in the physical security assessment of modern cryptographic
systems.

REFERENCES

[1] P. Kocher, J. Jaffe, and B. Jun, “Differential power analysis,” in Advances
in Cryptology — CRYPTO’ 99, M. Wiener, Ed. Berlin, Heidelberg:
Springer Berlin Heidelberg, 1999, pp. 388–397.

This article has been accepted for publication in IEEE Internet of Things Journal. This is the author's version which has not been fully edited and 

content may change prior to final publication. Citation information: DOI 10.1109/JIOT.2026.3685690

© 2026 IEEE. All rights reserved, including rights for text and data mining and training of artificial intelligence and similar technologies. Personal use is permitted,

but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.

Authorized licensed use limited to: Univ of Calif Santa Barbara. Downloaded on April 22,2026 at 07:49:44 UTC from IEEE Xplore.  Restrictions apply. 



IEEE INTERNET OF THINGS JOURNAL, VOL. X, NO. X, XXXX 2026 14

[2] K. Gandolfi, C. Mourtel, and F. Olivier, “Electromagnetic analysis:
Concrete results,” in Cryptographic Hardware and Embedded Systems
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