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Abstract
New algorithms are introduced for embedding matrices with integer or fixed-point 
real number entries into plaintexts and for performing matrix addition and multi-
plication on encrypted matrices. The encryption algorithms used for this purpose 
are fully homomorphic, such as BGV, BFV, and CKKS. These algorithms have the 
property of performing SIMD style parallel operations on plaintext values encrypted 
into a single ciphertext vector by a technique called “ciphertext packing” using the 
Chinese Remainder Theorem. This concept was introduced by Halevi and Shoup, 
and algorithms for homomorphic matrix operations were further improved by Jiang 
et al. (JKLS). Our algorithms improve both Halevi and Shoup and JKLS algorithms 
in terms of arithmetic and data rotation complexity. The proposed algorithms are 
designed on top of the BFV fully homomorphic encryption scheme. We describe 
our algorithms in detail step by step in this article, providing numerical examples 
in Appendix A. Experimental results demonstrate that our matrix multiplication 
algorithm achieves superior efficiency in terms of running time compared to JKLS 
algorithm. Real-world applications of FHE-based matrix computations often require 
matrix dimensions in the hundreds of thousands. Given typical FHE parameter set-
tings (polynomial degree N = 213 , plaintext modulus t = 65537 ), the total number of 
arithmetic and data-rotation operations can easily reach the order of 1012 . This scale 
necessitates state-of-the-art high-performance computing practices.

Keywords  Matrix addition and multiplication · Homomorphic encryption

1  Introduction

This paper addresses secure outsourcing of matrix computations, which involves 
executing matrix operations (such as addition, multiplication, and inversion) on 
cloud platforms while preserving the confidentiality and integrity of the matrix 
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data. This approach is becoming increasingly relevant due to the rising demand for 
secure data processing across a variety of applications, including cloud computing 
in finance, healthcare, machine learning, data analytics, and bioinformatics.

The concept of secure outsourcing of computation was first explored by Atallah, 
Pantazopoulos, Rice, and Spafford in their seminal paper [1, 2]. The security is pro-
vided by disguising or obscuring the data using various ad hoc methods, rather than 
encryption. They proposed several methods, for example, disguising matrices by 
multiplying them with 0–1 permutation matrices whose inverses are readily avail-
able. The data owner then sends the disguised matrices to the cloud server, which 
performs matrix additions or multiplications using O(k3) operations for matrices of 
dimension k. Disguising and un-disguising the matrices are performed by the data 
owner in a local server, with only O(k2) operations. This computational efficiency 
is the motivation behind such techniques. However, the security of this approach 
is admittedly limited, as the disguised operands can often be recovered either com-
pletely or approximately [1, 2]. To enhance security, various other disguising meth-
ods incorporating randomization with secret parameters have been proposed by 
subsequent researchers, including Seitkulov [3], as well as several others referenced 
therein.

The most secure outsourcing algorithms are based on Homomorphic Encryption 
(HE), which enables arithmetic operations to be performed directly on encrypted 
data. Partially Homomorphic Encryption (PHE) schemes [4] support either addi-
tion or multiplication, but not both, and are therefore unsuitable for matrix multi-
plication, which requires both operations. In contrast, Fully Homomorphic Encryp-
tion (FHE) supports both addition and multiplication, as well as general algebraic 
computations through techniques such as Taylor expansions. Consequently, FHE is 
a natural candidate for privacy-preserving outsourced computation. Since Gentry’s 
breakthrough in 2009 [5], FHE has attracted worldwide attention, leading to signifi-
cant advances in both the efficiency of FHE schemes and their applications across 
various practical domains.

Despite its theoretical potential, FHE encounters significant obstacles, including 
performance limitations and increased complexity. The complexity of homomorphic 
operations is significant mostly because of the size of operands in FHE plaintexts, 
ciphertexts, and keys. Consider the BFV algorithm, which is based on the ring of 
polynomials with integer coefficients mod xn + 1 , that is, R = Z[x]∕(xn + 1) . Plain-
texts and ciphertexts are polynomials whose coefficients are reduced mod q for a 
selected modulus q, that is, they belong to Rq = Zq[x]∕(x

n + 1) . Many crypto-
graphic frameworks suggest aiming for security equivalent to at least 128-bit secu-
rity against classical attacks and 64-bit security against quantum attacks, as dis-
cussed in [6]. To reach this level of security or beyond, the modulus q is selected to 
be at least 512 bits, up to 2048 bits. Moreover, the size of polynomials denoted as n 
is selected between 16, 384 and 65, 536. A single ciphertext requires two polynomi-
als from Zq[x]∕(x

n + 1) ; thus, the FHE operands are indeed very large, just copying 
them between memory locations requires a significant amount of time and energy.

The complexity of homomorphic matrix operations increases significantly 
with the matrix dimension and the number of elements involved. For example, a 
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100 × 100 matrix has 10, 000 entries, and thus an element-wise encrypted matrix 
would require 10, 000 times more memory than a plaintext matrix. It is evident that 
more innovative approaches are required to achieve progress in homomorphic matrix 
computations. While there are good algorithms for performing a single homomor-
phic addition and multiplication, parallel homomorphic operations with multiple 
ciphertexts would be more effective as pointed out by several researchers [7–9].

In 2010, Smart and Vercauteren introduced a variant of Gentry’s fully homomor-
phic encryption algorithm that supports SIMD (single-instruction multiple-data) 
style parallelism [7]. Their algorithm is based on the algebra F2[x]∕F(x) such that 
F(x) splits as 

∏t

i=1
fi (mod 2) with coprime fi and deg(fi) = di . By using the CRT 

(Chinese Remainder Theorem), one obtains

By carefully selecting F(x), one obtains SIMD style homomorphic encryption in 
multiple finite fields of characteristic 2 at the same time. Gentry and Halevi [10] 
optimized the Smart and Vercauteren algorithm; however, their scheme does not 
support SIMD style computation. A subsequent work by Smart and Vercauteren [8] 
fixes their algorithm so that it supports SIMD style operations on non-trivial finite 
fields of characteristic 2.

A significant advancement in the direction of parallel homomorphic computa-
tions with implications in linear algebra and matrix computation came from Halevi 
and Shoup [9]. They introduced algorithms for the HElib [11, 12] software library, 
which implements the fully homomorphic encryption algorithm BGV (Braker-
ski–Gentry–Vaikuntanathan) [13, 14]. A list of plaintext values can be packed 
(encrypted) into a single ciphertext vector by a technique called ciphertext pack-
ing using the CRT [15]. Homomorphic operations are performed on these vectors, 
component-wise in an SIMD fashion. Thus, SIMD homomorphic operations act ele-
ment-wise between the rows or columns of encrypted matrices, bringing speed-ups 
of several orders of magnitude.

Ciphertext packing and SIMD computation have opened up new avenues in 
homomorphic matrix computations, enabling a broad spectrum of applications 
across various fields. For example, packing techniques were used to accelerate 
encrypted statistical computations in [16–18]. Moreover, matrices are integral to a 
wide array of applications, including finance, data analytics, and machine learning. 
As a result, homomorphic matrix computations are set to be extensively applied in 
contexts where privacy is critically important.

2 � Homomorphic matrix computations

The relevant notations used in this paper are shown in Table 1. Consider the Naive 
method of representing a k × k matrix using k2 distinct ciphertexts, that is, every 
entry of the matrix is independently encrypted (without ciphertext packing). In 
order to multiply two matrices, homomorphic additions and multiplications of the 

(1)F2[x]∕F(x) ≡ F2d1 × F2d2 ×⋯ × F2dt .
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individual ciphertexts are performed according to the standard matrix multiplication 
algorithm. The total number of ciphertext multiplications is O(k3) , without employ-
ing any parallelism. However, the Naive method is already computationally expen-
sive due to the large number of ciphertexts that must be handled.

On the other hand, the Halevi and Shoup algorithm [9] takes the matrix elements 
as row, column and diagonal vectors and uses a single ciphertext to represent 
each vector. Therefore, the matrix A is represented using k ciphertexts. In order to 
perform the matrix–vector multiplication � = A ⋅ v , the algorithm performs O(k) 
ciphertext multiplications and data rotations (Figs. 1, 2).

Using the Halevi and Shoup algorithm, the matrix–vector multiplication requires 
k + 1 ciphertexts and achieves a computational complexity of O(k) with a mul-
tiplicative depth of O(1). We can extend the Halevi and Shoup algorithm to the 
matrix–matrix multiplication by applying the matrix–vector multiplication with the 
columns of the second matrix k times, obtaining the number of homomorphic multi-
plications and additions as O(k2).

Table 1   Notations

Symbols Definition

k, n The dimension of the square matrix, and n = k2

Ak×l , Bl×m Matrices A and B of dimension k × l and l × m

v Vector v , bold indicate a vector
Mult Homomorphic multiplication of two ciphertexts
CMult Homomorphic multiplication of a ciphertext by a constant
[x]y x mod y

R Ring of polynomials
t Plaintext polynomials coefficients module
q Ciphertext polynomials coefficients module
p Random integer
sk Secret key
pk Public key
rk Relinearization key
w Public key component
e Error vector
r Random vector
Δ Scaling factor
m Message vector
c Ciphertext vector
⊕ Element-wise addition
⊙ Element-wise multiplication
Encpk(m) Encryption function
Decsk(c) Decryption function
x , y , d Ciphertext vectors in column order
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A more efficient algorithm was introduced by Jiang et al. in [19]. Their algorithm 
encodes an arbitrary square matrix of size k × k as a vector of dimension n = k2 hav-
ing the same entries. Let ⊙ represent component-wise multiplication of two matri-
ces. The multiplication of two matrices A, B can be written as A ⋅ B =

∑k

i=0
Ai ⊙ Bi 

where the matrices Ai,Bi are obtained by taking specific transformations of the 
matrices A and B. The first two matrices A0,B0 require O(k) rotations from the initial 
matrices A, B; however, subsequent matrices Ai,Bi for i ≥ 1 are computed using only 
O(1) permutations.

A brief complexity analysis of the three methods are summarized in Table 2. The 
arithmetic complexity and the depth of the circuit (total parallel time) are closely 
related to the representation of the encrypted matrices, that is, how the ciphertext 
packing is performed. In Table 2, Mult denotes  homomorphic multiplication of two 
ciphertexts, while CMult refers homomorphic multiplication of a ciphertext by a 
constant.

The review of the recent algorithms [19–26] for homomorphic matrix multiplica-
tion highlights several important properties. 

Fig. 1   Halevi and Shoup’s Algorithm [9] illustrated for k = 3

Fig. 2   JKLS Algorithm [19] illustrated for k = 3
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1.	 Since the ciphertext packing often requires changes in the original order of the 
input matrix elements, there are costs associated with changing the locations of 
the matrix elements between row, column and generalized diagonal formats. Thus, 
these rotation costs must be taken into account. Researchers have considered 
storing the matrix elements or submatrices in hypercubes [9, 18, 23] or similar 
architectures in order to minimize communication costs.

2.	 If the input matrices are taken in a particular order for a given algorithm, the 
resulting encrypted matrix after the multiplication must also be brought to that 
particular ordering if subsequent multiplications are needed. This is particularly 
important when the product of a series of matrices is to be computed, as addressed 
in [20, 21]. Therefore, algorithms that produce the output matrices in the same 
format as the input matrices would be desirable. This property is called “compos-
ability” by Huang and Zong in their paper [23].

3.	 A common formulation underlying many recent algorithms that leverage the 
SIMD property and ciphertext packing for homomorphic matrix multiplication 
is surprisingly simple and is based on the JKLS algorithm [19]. In this formula-
tion, the multiplication of two matrices A, B is expressed as 

 where the matrices Ai,Bi are obtained by taking specific transformations of 
the matrices A and B. For example, the algorithm of Gao et al. [24] considers 
the multiplication of the rectangular matrices A and B of dimension k × l and 
l × m to obtain the matrix C of dimension k × m as Ck×m = Ak×l × Bl×m . This is 
accomplished by computing Ck×m =

∑k

i=0
Ai ⊙ Bi using 4 different transforma-

tions ( �, �, �k,�k ) of A and B as follows 

(2)A ⋅ B =

k∑
i=0

Ai ⊙ Bi,

Table 2   Comparing the Naive, 
Halevi and Shoup [9], and 
JKLS [19] algorithms for 
homomorphic multiplication of 
k × k matrices

k denotes the dimension of square matrices and n = k
2 . Mult is  

homomorphic multiplication of two ciphertexts, while CMult is 
homomorphic multiplication of a ciphertext by a constant

Naive Halevi & Shoup JKLS

Condition – k2 < n k2 < n

Input ordering – Diagonal Row
Output ordering – Diagonal Row
Ciphertexts 2k2 2k 1
Additions k2(k − 1) k(k − 1) 6k
Multiplications k3 k2 k
Data rotations 0 k 3k + 5

√
k

Arithmetic depth 1 Mult 1 Mult 1 Mult + 2 CMult
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 where [x]y denotes x mod y . The final formula for computing the product 
matrix is given as 

 These transformations and the final computation of the product matrix are illus-
trated in Figures 1 and 2 of Gao et al. [24].

4.	 One final but important issue is the need for algorithms that can efficiently multi-
ply rectangular matrices, rather than being limited to square matrices, as is often 
the case in scientific computing. Addressing this challenge, our paper extends 
existing algorithms for square matrices and introduces new methods that sup-
port rectangular matrix multiplication without incurring excessive computational 
costs.

3 � Our contributions

In this paper, we introduce new homomorphic matrix addition and multiplication 
algorithms that utilize BFV homomorphic encryption method [27]. Our formula-
tion differs from the JKLS algorithm [19], which has subsequently been adopted and 
extended by other researchers, including Gao et al. [24], as discussed in Sect. 2.

BFV algorithm is based on a ring of polynomials with integer coefficients mod 
xn + 1 . We describe the algorithmic details of secret and public key generation, 
homomorphic addition and multiplication operations. Most importantly, it is shown 
that the CRT algorithm allows multiple homomorphic addition and multiplication 
operations to be performed by ciphertext packing, thereby enabling SIMD parallel-
ism. This method establishes the algorithmic foundations of homomorphic matrix 
addition and multiplication operations. We describe the homomorphic matrix algo-
rithms in detail, giving numerical examples and performance analyses.

We conducted an experimental evaluation to provide a quantitative comparison 
between our algorithm, JKLS algorithm [19], and Zheng et al.’s (ZLW) algorithm 
[26]. Compared with the JKLS algorithm, although our method incurs slightly 
higher encryption time and memory usage, it achieves a significant reduction in 
matrix multiplication time, which is the most computationally intensive step. The 
decryption time remains comparable. In comparison with the ZLW algorithm, our 
approach demonstrates better runtime performance on small-dimensional matrix 
multiplications. These results indicate that our algorithm delivers superior perfor-
mance compared to previous works.

Our contributions can be formally summarized as follows:

(3)

𝜎(A)i,j =Ai,[i+j]l for 0 ≤ i < k and 0 ≤ j < l,

𝜏(B)i,j =B[i+j]l,j for 0 ≤ i < l and 0 ≤ j < m,

𝜖
k(A)i,j =Ai,[j+k]l for 0 ≤ i < k and 0 ≤ j < m,

𝜔
k(B)i,j =B[i+k]l,j for 0 ≤ i < k and 0 ≤ j < m,

(4)Ak×l × Bl×m =

l−1∑
n=0

𝜖
k(𝜎(A))⊙ 𝜔

k(𝜏(B)).
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•	 Introduce a homomorphic matrix addition algorithm BFVMatrixAdd for 
matrices A ∈ ℤ

k×k,B ∈ ℤ
k×k , computing D = A + B directly in encrypted form.

•	 Develop a homomorphic matrix multiplication algorithm BFVMatrixMulti-
ply for A ∈ ℤ

k×k,B ∈ ℤ
k×k computing D = A ⋅ B in encrypted form by extend-

ing JKLS algorithm.
•	 Leverage CRT-based ciphertext packing to enable SIMD parallelism, reducing 

the multiplication runtime from TJKLS to Tours , where Tours < TJKLS.
•	 Provide quantitative evaluation: encryption time EZLW > Eours > EJKLS , 

decryption time DZLW > Dours ≈ DJKLS and memory usage 
Mours = MZLW > MJKLS.

•	 We present that matrix multiplication based on the BFV framework has a com-
putational complexity of O(k) and provide precise formulas for homomorphic 
operations.

4 � BFV algorithm

BFV algorithm is based on a ring of polynomials with integer coefficients mod 
xn + 1 , that is R = Z[x]∕(xn + 1) . Plaintexts are polynomials, whose coeffi-
cients are reduced mod t, that is, they belong to Rt = Zt[x]∕(x

n + 1) . On the 
other hand, ciphertexts are pairs of polynomials whose coefficients are reduced 
mod q, that is, they belong to R2

q
= (Zq[x]∕(x

n + 1))2 . For example, if the ring is 
R = Z[x]∕(x8 + 1) , both the plaintext and ciphertext polynomials are of length 
n = 8 . If the ring is Z5[x]∕(x

8 + 1) , the polynomial coefficients are in Z5 , expressed 
in the least magnitude as {−2,−1, 0, 1, 2}.

The addition and multiplication operations in the ring Zq[x]∕(x
n + 1) are per-

formed by adding and multiplying the input polynomials mod xn + 1 and their coef-
ficients mod q. The addition of two polynomials does not increase the power of the 
sum polynomial and therefore reduction mod xn + 1 is not needed, only the coeffi-
cients are reduced mod q. However, the multiplication of two polynomials produces 
a product polynomial whose largest power exceeds n; therefore, polynomial reduc-
tion mod xn + 1 and coefficient reduction mod q are required. The addition operation 
c = a + b in the ring is performed as

Therefore, the ring elements can also be represented as row vectors of integers mod 
q, and added element-wise mod q.

(5)

a =a0 + a1x + a2x
2 +⋯ + an−1x

n−1,

b =b0 + b1x + b2x
2 +⋯ + bn−1x

n−1,

c =c0 + c1x + c2x
2 +⋯ + cn−1x

n−1,

ci =ai + bi (mod q) for i = 0, 1,… , n − 1.
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On the other hand, the multiplication operation c = a ⋅ b produces a product polyno-
mial whose largest power may be larger than n,

The complexity of the multiplication is O(n2) , and furthermore, the product polyno-
mial is reduced mod xn + 1 and the coefficients are reduced mod q. However, a spe-
cial property of the modulus xn + 1 allows us to employ the Chinese Remainder The-
orem (CRT) to represent the ring elements as vectors and reduce the multiplication 
complexity. Let � be 2n-th primitive root of unity mod q, that is, �2n = 1 (mod q) 
and � i ≠ 1 (mod q) for 1 ≤ i ≤ 2n − 1 . The existence of such a root requires that 
q ≡ 1 (mod 2n) , i.e., 2n must divide q − 1 . The polynomial xn + 1 can be factored 
to polynomials of degree 1, which are of the form x − � i for i = 1, 3, 5,… , 2n − 1 as 
follows:

Thus, the reduction of a polynomial mod xn + 1 is equivalent to the reduc-
tion with respect to mod (x − � i) for i = 1, 3, 5,… , 2n − 1 . The reduction 
a(x) mod (x − � i) is easily obtained by evaluating the polynomial a(x) at x = � i , that 
is, a(x) mod (x − � i) = a(� i).

The ring element a(x) can be represented as a vector consisting of its remainders 
mod (x − � i) , which correspond to the values of a(x) at x = � i (mod q).

The CRT representation allows us to element-wise add and multiply vectors repre-
senting the ring elements,

There is a one-to-one relationship between the coefficients of the polynomial repre-
sentation and the vector CRT representation of a ring element,

(6)

a =[a0, a1, a2,… , an−1],

b =[b0, b1, b2,… , bn−1],

c =[c0, c1, c2,… , cn−1],

ci =ai + bi (mod q) for i = 0, 1,… , n − 1.

(7)

c =(a0 ⋅ b0) + (a0 ⋅ b1 + a1 ⋅ b0)x + (a0 ⋅ b1 + a1 ⋅ b1 + a2 ⋅ b0)x
2

+⋯ + (a0 ⋅ bn−1 + a1 ⋅ bn−2 +⋯ + an−1 ⋅ b0)x
n−1

+⋯ + (an−2 ⋅ bn−1 + an−1 ⋅ bn−2)x
2n−3 + (an−1 ⋅ bn−1)x

2n−2.

(8)xn + 1 = (x − �)(x − �
3)(x − �

5)⋯ (x − �
2n−1) (mod q).

(9)
a(x) =a0 + a1x + a2x

2 +⋯ + an−1x
n−1 (mod xn + 1),

a =[a(�1), a(�3),… , a(�2n−1)] (mod q).

(10)

a =[a(�1), a(�3),… , a(�2n−1)] (mod q),

b =[b(�1), b(�3),… , b(�2n−1)] (mod q),

a + b =[a(�1) + b(�1), a(�3) + b(�3),… , a(�2n−1) + b(�2n−1)] (mod q),

a ⋅ b =[a(�1) ⋅ b(�1), a(�3) ⋅ b(�3),… , a(�2n−1) ⋅ b(�2n−1)] (mod q).
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The relationship between the coefficient of the matrix representation and evaluation 
points of the polynomial at the roots of unity can be expressed as a matrix vector 
product.

Whenever necessary, the above matrix equation can be used to switch between the 
polynomial and CRT vector representations. For the rest of the paper, the CRT vec-
tor representation is adopted for all elements of the ring Rq = Zq[x]∕(x

n + 1) . All 
variables, including plaintexts, ciphertexts, and keys, are treated as integer vectors of 
dimension n mod q, that is, Rq ≡ Z

n
q
.

4.1 � BFV key generation

BFV algorithm uses random elements, which are sampled from particular random 
distributions. The secret key sk ← HW(h) is a vector of dimension n and Hamming 
weight h, with entries from {0,+1,−1} . Here, HW(⋅) is Hamming weight function. 
For a set h ∈ {0, 1,−1}n , HW(h) =

∑n

i=1
hi , i.e., the number of nonzero entries in h. 

The public key component w ← U(Rq) is a vector of dimension n with entries mod q 
in the range (−q∕2, q∕2) . Here, U(⋅) is uniform distribution. U(�) denotes a random 
variable sampled uniformly from the set � . For example, U({0, 1}n) represents a uni-
formly random binary vector of length n. The error vector e ← DG(�2) is of dimen-
sion n with entries in Zq . Here, DG(⋅) is discrete Gaussian distribution. DG(�) 
denotes a discrete Gaussian distribution over ℤ with standard deviation � , i.e., 
Pr[x] ∝ exp

(
−

x2

2�2

)
, x ∈ Z.

The secret key is a vector of dimension n denoted as sk ∈ Rq . The polynomial u 
is computed using the random polynomials

The public key is defined as a pair: pk = (u,w) ∈ R
2
q
 . Also sample w�

← U(Rp⋅q) 
and e� ← DG(�2) , and compute

(11)

a(x) =a0 + a1x + a2x
2 +⋯ + an−1x

n−1,

a(�1) =a0 + a1�
1⋅1 + a2�

1⋅2 +⋯ + an−1�
1⋅(n−1) (mod q),

a(�3) =a0 + a1�
3⋅1 + a2�

3⋅2 +⋯ + an−1�
3⋅(n−1) (mod q),

a(�5) =a0 + a1�
5⋅1 + a2�

5⋅2 +⋯ + an−1�
5⋅(n−1) (mod q),

⋯

a(�2n−1) =a0 + a1�
(2n−1)⋅1 + a2�

(2n−1)⋅2 + ⋅ + an−1�
(2n−1)⋅(n−1) (mod q).

(12)

⎡
⎢⎢⎢⎢⎣

a(�1)

a(�3)

a(�5)

⋮

a(�2n−1)

⎤
⎥⎥⎥⎥⎦
=

⎡
⎢⎢⎢⎢⎣

�1⋅0 �1⋅1 �1⋅2 ⋯ �1⋅(n−1)

�3⋅0 �3⋅1 �3⋅2 ⋯ �3⋅(n−1)

�5⋅0 �5⋅1 �5⋅2 ⋯ �5⋅(n−1)

⋮ ⋮ ⋮ ⋮ ⋮

� (2n−1)⋅0 � (2n−1)⋅1 � (2n−1)⋅2 ⋯ � (2n−1)⋅(n−1)

⎤
⎥⎥⎥⎥⎦

⎡
⎢⎢⎢⎢⎣

a0
a1
a2
⋮

an−1

⎤
⎥⎥⎥⎥⎦
.

(13)u = −(w ⋅ sk + e) (mod q).
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Here, p is a random integer used for computing the relinearization key, which is 
equal to rk = (u�,w�) ∈ R

2
q

4.2 � BFV encryption and decryption

We select r ← ZO(0.5) and e0, e1 ← DG(�2) . The scaling factor is defined as 
Δ = ⌊q∕t⌋ . Given the plaintext m ∈ Rt , the encryption function Encpk(m) com-
putes the ciphertext c = (c0, c1) ∈ R

2
q
 from the message m using the public key pk 

as

The decryption function Decsk(c) computes the plaintext polynomial m′ from the 
ciphertext c using the secret key sk as

The approximate equality can be verified as

The final step of the decryption function computes the plaintext

4.3 � Homomorphic addition algorithm

The homomorphic addition of two ciphertexts c = (c0, c1) and c� = (c�
0
, c�

1
) is per-

formed using

(14)u� = −(w�
⋅ sk + e�) + p ⋅ sk2 (mod p ⋅ q).

(15)

c =r ⋅ pk + (m ⋅ Δ + e0, e1) (mod q)

=r ⋅ (u,w) + (m ⋅ Δ + e0, e1) (mod q)

=(r ⋅ u +m ⋅ Δ + e0, r ⋅ w + e1) (mod q)

=(c0, c1),

c0 =r ⋅ u +m ⋅ Δ + e0,

c1 =r ⋅ w + e1.

(16)m� = c0 + c1 ⋅ sk (mod q).

(17)

c0 + c1 ⋅ sk =(r ⋅ u +m ⋅ Δ + e0) + (r ⋅ w + e1) ⋅ sk (mod q)

=r ⋅ (−w ⋅ sk − e) +m ⋅ Δ + e0 + r ⋅ w ⋅ sk + e1 ⋅ sk (mod q)

=m ⋅ Δ − r ⋅ e + e0 + e1 ⋅ sk (mod q)

≈m ⋅ Δ = m�.

(18)m =

⌊
1

Δ
⋅m�

⌉
(mod t).

(19)
cadd =(c0, c1)⊕ (c�

0
, c�

1
),

(d0, d1) =(c0 + c�
0
, c1 + c�

1
).



	 S. Ci et al. 1534   Page 12 of 38

The input values c0, c1, c′0, c
′
1
 and the output values d0, d1 are the elements of the ring 

Rq represented as CRT vectors. The arithmetic is performed in the CRT ring Zn
q
 . 

The ring elements are expressed as row vectors and added element-wise.

4.4 � Homomorphic multiplication algorithm

The homomorphic multiplication of two ciphertexts c = (c0, c1) and c� = (c�
0
, c�

1
) is 

computed as

Multiplications by 1

Δ
 and p−1 are performed in approximate arithmetic. The real 

numbers are then rounded to integers, denoted as ⌊⋅⌉.

5 � Homomorphic matrix operations with BFV

We introduce algorithms which embed an entire k × k matrix into a single plaintext. 
Embedding of a square matrix into a single plaintext requires representing it in row, 
column, or diagonal ordering. Consider the k × k matrix A = [aij] for 1 ≤ i, j ≤ k 
such that aij are integers or fixed-point numbers. The plaintexts of BFV algorithm 
are CRT row vectors of dimension n as a = [a1, a2,… , an] . The entire matrix A is 
represented as a single element of the ring. For simplicity, k2 is taken to be n; how-
ever, it is required that k2 ≤ n in order to fit the k × k matrix into a plaintext over the 
CRT ring Zn

q
 . Elements of matrix A are written in row, column, or diagonal order-

ing, as shown in Fig. 3.

(20)

cmul =c⊙ c�,

d�
0
=

⌊
1

Δ
⋅ c0 ⋅ c

�
0

⌉
,

d�
1
=

⌊
1

Δ
⋅ (c0 ⋅ c

�
1
+ c�

0
⋅ c1)

⌉
,

d�
2
=

⌊
1

Δ
⋅ c1 ⋅ c

�
1

⌉
,

cmul =(d
�
0
, d�

1
) +

⌊
p−1 ⋅ d�

2
⋅ rk

⌉

=(d0, d1).

Fig. 3   Row, column or diagonal ordering of matrix elements
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The rows or columns or diagonals of the matrix A are expressed in a row vector:

To clarify the concept of diagonal ordering, consider a k × k matrix A = [aij]1≤i,j≤k . 
The idea is to linearize the matrix elements along its diagonals instead of the con-
ventional row or column ordering. More specifically, we first extract the main diago-
nal (a11, a22,… , akk) , followed by the next diagonal starting at the second row, i.e., 
(a

21
, a

32
,… , a

1k) , then the diagonal starting at the third row (a
31
, a

42
,… , a

2k) . This 
process continues until all the diagonals parallel to the main diagonal have been 
traversed, with the final diagonal represented as (ak1, a12,… , ak−1,k) .   In this way, 
the entire matrix is reorganized into a one-dimensional vector by collecting entries 
along each diagonal in sequence. Formally, the diagonal ordering can be expressed 
as Equation (21).

If a matrix is given in row, column or diagonal ordering, it can be converted to 
another ordering using O(k2) read-write operations. Since there are three order-
ings, there will be six conversion functions: Col2Row, Col2Diag, Row2Col, 
Row2Diag, Diag2Col, Diag2Row. We will only make use of the Col2Diag 
function in this paper. Given a ciphertext vector x expressed in column order, the 
function d = ��������(x) converts it to diagonal order

5.1 � Homomorphic matrix addition

Assume two input matrices A,B ∈ Z
k×k
q

 are represented in the same ordering (row, 
column, or diagonal) giving the plaintext vectors a, b ∈ Z

n
q
 with k2 ≤ n . Each matrix 

occupies a single BFV plaintext. The plaintext vectors a, b are encrypted to obtain 
the ciphertext vectors x, y using the same key pk.

BFVMatrixAdd algorithm homomorphically adds two matrices A and B, by add-
ing the ciphertext pairs x and y . The result z = ������������(x, y) is the encryp-
tion of a + b . In other words z = (cz0, cz1) = Encpk(a + b).
BFVMatrixAdd algorithm requires the same ordering (row, column or diago-

nal) for the input matrices. The result is the encryption of the sum of the input matri-
ces represented in the same ordering. If the input matrices are of different ordering, 
one of the matrices needs to be converted, requiring O(k2) read-write operations. 
BFVMatrixAdd algorithm performs a single homomorphic addition of the two 
ciphertexts x = (cx0, cx1) and y = (cy0, cy1) . An homomorphic addition is performed 

(21)

arow =[a11, a12,… , a1k, a21, a22,… , a2k,… , ak1, ak2,… , akk],

acol =[a11, a21,… , ak1, a12, a22,… , ak2,… , a1k, a2k,… , akk],

adiag =[a11, a22,… , akk, a21, a32,… , a1k,… , ak1, a12,… , ak−1,k].

(22)
x =[x1,1, x2,1,… , xk,1, x1,2, x2,2,… , xk,2,… , x1,k, x2,k,… , xk,k],

d =[x1,1, x2,2,… , xk,k, x2,1, x3,2,… , x1,k,… , xk,1, x1,2,… , xk−1,k].

(23)
x =(cx0, cx1) = Encpk(a),

y =(cy0, cy1) = Encpk(b).
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by adding the respective components of two pairs of ciphertexts. BFVMatrixAdd 
algorithm is defined in Algorithm 1.

Algorithm 1   BFVMatrixAdd

The result is equal to z = (cz0, cz1) = Encpk(a + b) . The decryption of z with the 
secret key sk would produce d = Decsk(z) such that d = ColumnOrder(D). Here, 
D = A + B and D ∈ Z

k×k
q

 and k2 ≤ n.

5.2 � Homomorphic matrix multiplication

In this section, a homomorphic matrix multiplication algorithm is introduced 
to multiply two encrypted square matrices given in column order. We assume 
A,B ∈ Z

k×k
q

 are given in their column ordering as a, b , and also their encryp-
tions x = Encpk(a) = (cx0, cx1) and y = Encpk(b) = (cy0, cy1) are given. BFVMa-
trixMultiply algorithm given below takes x and y in column order and pro-
duces their product z in column order. The decryption of z produces the product 
matrix D, in other words Decsk(z) = d = �����������(D) and D = A ⋅ B.

The input ciphertexts x and y are given in column order:

cx0 and cy0 , cx1 and cy1 are arranged into k vectors of length k as c̄x0,i and c̄x1,i,

so that, for i = 1, 2,… , k , we have

The first step of BFVMatrixMultiply is to convert c = (cx0, cx1) from column 
to diagonal order d = (dx0, dx1) = ��������(c),

(24)

cx0 =[cx0,11, cx0,21,… , cx0,k1,… , cx0,1k, cx0,2k,… , cx0,kk],

cx1 =[cx1,11, cx1,21,… , cx1,k1,… , cx1,1k, cx1,2k,… , cx1,kk],

cy0 =[cy0,11, cy0,21,… , cy0,k1,… , cy0,1k, cy0,2k,… , cy0,kk],

cy1 =[cy1,11, cy1,21,… , cy1,k1,… , cy1,1k, cy1,2k,… , cy1,kk].

(25)
cx0 = [c̄x0,1, c̄x0,2,… , c̄x0,k] and cy0 = [c̄y0,1, c̄y0,2,… , c̄y0,k],

cx1 = [c̄x1,1, c̄x1,2,… , c̄x1,k] and cy1 = [c̄y1,1, c̄y1,2,… , c̄y1,k].

(26)
c̄x0,i = [cx0,1i, cx0,2i,… , cx0,ki] and c̄y0,i = [cy0,1i, cy0,2i,… , cy0,ki],

c̄x1,i = [cx1,1i, cx1,2i,… , cx1,ki] and c̄y1,i = [cy1,1i, cy1,2i,… , cy1,ki].
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dx0 and dx1 are arranged into k vectors of length k as d̄x0,i and d̄x1,i,

These d̄x0,i+1 and d̄x1,i+1 vectors can be written for i = 0, 1,… , k − 1 as

The second step of BFVMatrixMultiply algorithm generates the vec-
tors d⃗x0i and d⃗x1i for i = 1, 2,… , k , using d̄x0,i and d̄x1,i . Let Rj(x) denote the right 
rotation of the vector x by j times. For example, if x = [x1, x2,… , xk] , then 
R1(x) = [xk, x1, x2,… , xk−1] . The vectors d̄x0,i and d̄x1,i are right rotated and repli-
cated to generate the vectors d⃗x0i and d⃗x1i for i = 1, 2,… , k as follows:

Here, d̄x0,i and d̄x1,i are of length k, while dx0i and dy1i are of length k2 . Note that 
the two consecutive terms Ri−1(d̄x0,i) and Ri−1(d̄x1,i) are intentionally written in this 
form, as they correspond to different components in the rotation process rather than 
a typographical error. The computation of (d⃗x0i, d⃗x1i) for i = 1, 2,… , k is denoted as

The third step of BFVMatrixMultiply algorithm uses the column ordering of 
(cy0, cy1),

Here, c̄y0,i and c̄y1,i are of length k, while cy0 and cy1 are of length k2 . The vectors c̄y0,i 
and c̄y1,i are right rotated to generate c⃗y0i and c⃗y1i vectors for i = 1, 2,… , k,

The computation of (c⃗y0i, c⃗y1i) for i = 1, 2,… , k is denoted as

(27)
dx0 =[dx0,11, dx0,22,… , dx0,kk,… , dx0,k1, dx0,12,… , dx0,k−1,k],

dx1 =[dx1,11, dx1,22,… , dx1,kk,… , dx1,k1, dx1,12,… , dx1,k−1,k].

(28)
dx0 =[d̄x0,1, d̄x0,2,… , d̄x0,k],

dx1 =[d̄x1,1, d̄x1,2,… , d̄x1,k].

(29)
d̄x0,i+1 =[dx0,i,1, dx0,i+1 mod k,2, dx0,i+2 mod k,3,… , dx0,i+k−1 mod k,k],

d̄x1,i+1 =[dx1,i,1, dx1,i+1 mod k,2, dx1,i+2 mod k,3,… , dx1,i+k−1 mod k,k].

(30)
d⃗x0i =[R

i−1(d̄x0,i),R
i−1(d̄x0,i),… ,Ri−1(d̄x0,i)],

d⃗x1i =[R
i−1(d̄x1,i),R

i−1(d̄x1,i),… ,Ri−1(d̄x1,i)].

(31)(d⃗x0i, d⃗x1i) = ��������(dx0, dx1).

(32)
cy0 = [c̄y0,1, c̄y0,2,… , c̄y0,k] for c̄y0,i = [cy0,1i, cy0,2i,… , cy0,ki],

cy1 = [c̄y1,1, c̄y1,2,… , c̄y1,k] for c̄y1,i = [cy1,1i, cy1,2i,… , cy1,ki].

(33)
c⃗y0i =[R

i−1(c̄y0,1),R
i−1(c̄y0,2),… ,Ri−1(c̄y0,k)],

c⃗y1i =[R
i−1(c̄y1,1),R

i−1(c̄y1,2),… ,Ri−1(c̄y1,k)].

(34)(c⃗y0i, c⃗y1i) = ��������(cy0, cy1).
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The fourth step of BFVMatrixMultiply algorithm uses d⃗x0i and d⃗x1i , and c⃗y0i 
and c⃗y1i components for i = 1, 2, 3,… , k , and performs homomorphic multiplica-
tions and additions to obtain z:

The resulting ciphertext z = (cz0, cz1) is the encryption of the column representation 
of the product matrix D = A ⋅ B . The BFVMatrixMultiply algorithm is described in 
Algorithm 2.
Algorithm 2   BFVMatrixMultiply

The result is equal to z = (cz0, cz1) = Encpk(a ⋅ b) . The decryption of z with the 
secret key sk would produce d = Decsk(z) such that d = ColumnOrder(D). Here, 
D = A ⋅ B and D ∈ Z

k×k
q

 and k2 ≤ n.

6 � Complexity analysis

The BFVMatrixAdd algorithm assumes the input ciphertexts x and y are in the 
column order, and computes the resulting matrix in the column order. If the input 
ciphertexts are not in the column order, they need to be converted to the column 
order, which requires O(k2) read-write operations. Given the two input ciphertexts 
in the column order, the BFVMatrixAdd algorithm performs a single BFV homo-
morphic addition of two ciphertexts. This is accomplished using two additions in 

(35)

z1 =(d⃗x01, d⃗x11)⊙ (c⃗y01, c⃗y11),

z2 =(d⃗x02, d⃗x12)⊙ (c⃗y02, c⃗y12),

⋯

zk =(d⃗x0k, d⃗x1k)⊙ (c⃗y0k, c⃗y1k),

z =z1 ⊕ z2 ⊕⋯⊕ zk.
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Z
n
q
 . The output ciphertext is the encryption of the sum matrix A + B in the column 

order.
On the other hand, given the two input ciphertexts in the column order, the BFV-

MatrixMultiply algorithm performs k BFV homomorphic multiplications and 
k − 1 BFV homomorphic additions, as shown in Steps 5-11 of Algorithm  2. The 
complexity for matrix size k × k of our homomorphic matrix multiplication algo-
rithm is given in the last column of Table 3. Furthermore, the multiplicative com-
plexity values for the Naive, Halevi and Shoup, and JKLS algorithms are included 
in the same table. Table 3 shows that the arithmetic complexity of our algorithm is 
slightly better than that of the JKLS algorithm; however, they are asymptotically the 
same.

While it has nearly the same arithmetic complexity as our algorithm, the JKLS 
algorithm incurs significantly higher costs for changing the order of matrices. The 
main reason for this cost is that the JKLS algorithm encrypts two matrices into a 
single ciphertext. This reduces the number of ciphertexts, but changing the order 
of ciphertext elements increases its complexity. Here, we demonstrate their algo-
rithm for changing the matrix from the row order to diagonal order. For example, 
two matrices of size 3 × 3 , as shown in Fig. 2, are encoded into a single vector v:

First, we perform three masking operations to obtain v0, v1, v2:

The complexity of the first step is three.
Second, these three vectors are rotated. For vector v̂i , i = 0, 1, 2 , it has 2 ⋅ 3 = 6 

non-zero elements. Thus the number of rotation for vector v̂i is six. The total com-
plexity of the second step is 6 ⋅ 3 = 18.

v = [a0, a1, a2, a3, a4, a5, a6, a7, a8, b0, b1, b2, b3, b4, b5, b6, b7, b8].

v0 =[a0, 0, 0, 0, a4, 0, 0, 0, a8, b0, 0, 0, 0, b4, 0, 0, 0, b8],

v1 =[0, a1, 0, 0, 0, a5, a6, 0, 0, 0, b1, 0, 0, 0, b5, b6, 0, 0],

v2 =[0, 0, a2, a3, 0, 0, 0, a7, 0, 0, 0, b2, b3, 0, 0, 0, b7, 0].

Table 3   The complexity of the proposed algorithm for matrix multiplication along with the Naive, 
Halevi and Shoup, and JKLS algorithms for dimension k square matrices

k denotes the dimension of square matrices and n = k
2 . Mult is  homomorphic multiplication of two 

ciphertexts, while CMult is homomorphic multiplication of a ciphertext by a constant

Naive Halevi & Shoup JKLS Our algorithm

Condition – k2 < n k2 < n k2 < n

Input ordering – Diagonal Row Column
Output ordering – Vector Row Column
Ciphertexts 2k2 2k 1 2
Additions k2(k − 1) k(k − 1) 6k k − 1

Multiplications k3 k2 k k
Data rotations 0 k 3k + 5

√
k 2k

Arithmetic depth 1 Mult 1 Mult 1 Mult + 2 CMult 1 Mult
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Third, these vectors are added to obtain the vector v̂:

The complexity of the third step is two.
Therefore, the complexity of the first masking step is k, the second rotation step is 

2k2 , and the third addition step is k − 1 . The total complexity of changing the order 
of JKLS algorithm becomes 2k2 + 2k − 1 . The results are summarized in Table 4.

As compared to the JKLS algorithm, our algorithm only needs to rotate k2 
nonzero elements. The complexity of rotation step is k2 . The total complexity of 
changing the order of our algorithm is k2 + 2k − 1.

While our proposed BFV-based matrix multiplication algorithm demonstrates 
correctness and SIMD-enabled parallelism, several limitations should be acknowl-
edged. First, homomorphic rotations and multiplications introduce considerable 
computational and storage overhead, which may limit practicality for very large 
matrices. Second, although our zero-padding method allows for handling rectan-
gular matrices, extremely large dimensions still incur substantial computational 
cost. Third, BFV encoding inherently introduces small approximation errors, which 
should be taken into account in precision-sensitive applications.

7 � Rectangular matrices

The importance of extending the square matrix multiplication algorithms to rec-
tangular matrices, with matching dimensions such as Aj×k × Bk×l , has been empha-
sized. We now describe an algorithm for performing rectangular matrix multipli-
cation. Specifically, the matrices Aj×k and Bk×l are expanded into square matrices 

v̂0 =[a0, a4, a8, 0, 0, 0, 0, 0, 0, b0, b4, b8, 0, 0, 0, 0, 0, 0],

v̂1 =[0, 0, 0, a1, a5, a6, 0, 0, 0, 0, 0, 0, b1, b5, b6, 0, 0, 0],

v̂2 =[0, 0, 0, 0, 0, 0, a2, a3, a7, 0, 0, 0, 0, 0, 0, b2, b3, b7].

(36)
v̂ =v̂0 + v̂1 + v̂2

=[a0, a4, a8, a1, a5, a2, a3, a7, b0, b4, b8, b1, b5, b6, b2, b3, b7].

Table 4   Complexities of JKLS 
algorithm and our algorithm 
changing the matrix order

k denotes the dimension of square matrices and n = k
2

JKLS Our algorithm

Condition k2 < n k2 < n

Input ordering Row Column
Output ordering Row Column
Ciphertexts 1 2
Additions k − 1 k − 1

Multiplications k k
Data rotations 2k2 k2
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AK×K and BK×K by padding with zero rows and columns to both matrices, such that 
K = max(j, k, l) . Two cases are distinguished under this scenario: K = j and K = l.

•	 For K = j , the number of rows of the matrix Aj×k is greater than that of columns. 
For example, consider j = 4, k = 2, l = 3 , then K = max(4, 2, 3) = 4 . We embed 
matrices A4×2 and B2×3 into A4×4 and B4×4 square matrices by padding zero rows 
or columns. Matrix A4×2 is padded to A4×4 by appending two columns of zeros 
on the right. Matrix B2×3 is padded to B4×4 by appending one column of zeros on 
the right and two rows of zeros on the bottom. 

•	 For K = l , the number of columns of the matrix Bk×l is greater than that of rows. 
For example, consider j = 2, k = 3, l = 4 , then K = max(2, 3, 4) = 4 . We embed 
matrices A2×3 and B3×4 into A4×4 and B4×4 square matrices by padding zero rows 
or columns. Matrix A2×3 is padded to A4×4 by appending one column of zeros on 
the right and two rows of zeros on the bottom. Matrix B3×4 is padded to B4×4 by 
appending one row of zeros on the bottom. 

The complexity values of our algorithm and the JKLS algorithm are summarized in 
Table 5. JKLS algorithm considers two special cases of rectangular matrices multi-
plication Aj×k × Bk×k and Ak×k × Bk×j , respectively, where j < k . They fill k − j rows 
in a vertical direction of the left matrix Aj×k so that it becomes Ak×k . Also, they fill 
k − j columns in a vertical direction of the right matrix Bk×j so that it becomes Bk×k . 
Their algorithm requires O(j) homomorphic multiplications in the square matrix 
multiplication. However, it is unclear that their algorithm could be extended to the 
other rectangular matrices multiplication, such as Ak×j × Bj×k.

A4×2 =

⎡
⎢⎢⎢⎣

a11 a12
a21 a22
a31 a32
a41 a42

⎤
⎥⎥⎥⎦

⟶ A4×4 =

⎡
⎢⎢⎢⎣

a11 a12 0 0

a21 a22 0 0

a31 a32 0 0

a41 a42 0 0

⎤
⎥⎥⎥⎦

B2×3 =

�
b11 b12 b13
b21 b22 b23

�
⟶ B4×4 =

⎡
⎢⎢⎢⎣

b11 b12 b13 0

b21 b22 b23 0

0 0 0 0

0 0 0 0

⎤
⎥⎥⎥⎦

A2×3 =

�
a11 a12 a13
a21 a22 a23

�
⟶ A4×4 =

⎡
⎢⎢⎢⎣

a11 a12 a13 0

a21 a22 a23 0

0 0 0 0

0 0 0 0

⎤⎥⎥⎥⎦

B3×4 =

⎡⎢⎢⎣

b11 b12 b13 b14
b21 b22 b23 b24
b31 b32 b33 b34

⎤
⎥⎥⎦
⟶ B4×4 =

⎡⎢⎢⎢⎣

b11 b12 b13 b14
b21 b22 b23 b24
b31 b32 b33 b34
0 0 0 0

⎤⎥⎥⎥⎦
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8 � Experimental evaluation

In this section, we evaluate the performance of our secure matrix multiplication 
algorithm through experiments and compare it with related works.

8.1 � Setup

Our algorithm is based on BFV fully homomorphic encryption scheme and is imple-
mented using the Pyfhel library [28], version 3.4.1. The library is based on Micro-
soft’s open source SEAL library. The machine equipped for the experiment is an 
Apple Silicon M2 running with 8 cores (3.5GHz) and 16GB of RAM, with macOS 
Sonoma operating system installed. Our implementation is openly accessible at 
https://​github.​com/​KocLa​b2023/​MatMu​lt.

For the parameter selection of the BFV algorithm, we follow the homomorphic 
encryption standard [29]. The security parameter is set to � = 128 bits; a larger 
value increases security but reduces computational efficiency. We choose a polyno-
mial modulus of degree N = 213 , which allows each plaintext to be encrypted into 
a single ciphertext with 213 slots. The plaintext modulus t is selected to ensure both 
security and efficient encoding. It is required to be prime, and t − 1 must be divisible 
by 2N . In our experiments, the bit-length of t is set to 20, yielding a plaintext modu-
lus of t = 65537.

In our algorithm, the dimension of a square matrix is k, requiring k2 plaintext 
slots, and k2 slots are required for matrix multiplication. Therefore, a single plaintext 
can perform up to � ≤

213

k2
 homomorphic multiplication operations. The maximum 

utilization rate of the slots in our proposed matrix multiplication algorithm is 1
�
%.

In our experiments, we selected an optimal number of plaintext slots. Since the 
matrix dimension is not too large ( ≤ 20 ), it is easy to find such a parameter. For the 
computation of matrices with larger dimensions, the upper limit on the number of 
plaintext slots can be increased accordingly.

Table 5   Comparing JKLS 
algorithm to the proposed 
homomorphic multiplication 
algorithm for rectangular 
matrices

j,  k,  l denote the dimensions of the rectangular matrices in JKLS 
algorithm. K represents the dimension of the square matrix in our 
algorithm. n denotes K2

JKLS Our Algorithm

Condition k2 < n K2 < n

Input ordering Row Column
Output ordering Row Column
Ciphertexts 1 2
Additions 3k + 2j + log(k∕j) K − 1

Multiplications j K
Data rotations 3j + 5

√
k + log(k∕j) 2K

https://github.com/KocLab2023/MatMult
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8.2 � Datasets and comparison

Experiments are conducted on three datasets from the UCI Machine Learning 
Repository.1 By selecting matrices with different numbers of rows and columns 
from these three datasets, we analyze the impact of different matrix dimensions and 
matrix elements on the performance of our matrix multiplication algorithm. These 
three datasets are Adult, Winequality, and Communities, respectively. Specifically, 
the Adult dataset contains 32,561 records, and for each record, we select six attrib-
utes of continuous data; the Winequality dataset contains 4,898 records, each with 
12 attributes; the Communities dataset contains 1,994 records, and 20 attributes 
are selected for each record. The basic characteristics of the dataset are shown in 
Table 6. For floating-point data, it cannot be directly used for BFV homomorphic 
encryption. Therefore, we multiply floating-point data by an amplification factor of 
100 to convert it into integer data before performing encryption operations.

Comparison. Existing secure matrix multiplication algorithms are discussed 
in Sect.  2, which require multiple expensive ciphertext multiplication operations. 
However, our scheme reduces the number of ciphertext multiplication operations 
and rotations, improving computational efficiency. Therefore, we evaluate the per-
formance of JKLS algorithm [19], ZLW algorithm [26], and our algorithm. Each 
dataset and algorithm is tested 20 times, and the average of these 20 repeated experi-
ments is reported.

8.3 � Performance evaluation

In this section, the time performance and memory usage of our algorithm and the 
comparison algorithm are tested. For the three selected datasets, we randomly select 
matrices of different dimensions to satisfy the experimental requirements.

In Table 7, we compare the performance of our secure matrix multiplication algo-
rithm with JKLS algorithm and ZLW algorithm. The results of our algorithm are 
shown in bold. It can be observed that our matrix multiplication algorithm consist-
ently achieves better running time across matrices of different dimensions and data-
sets compared to JKLS algorithm. Moreover, our algorithm achieves better running 
time than the ZLW algorithm in small-dimensional matrix multiplication, and its 
encryption and decryption times are also superior.

Table 6   The basic 
characteristics of datasets

Dataset Record Attribute

Adult 32,561 6
Winequality 4898 12
Communities 1994 20

1  http://​archi​ve.​ics.​uci.​edu/​ml.

http://archive.ics.uci.edu/ml
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•	 Encryption Time (milliseconds): The encryption time of JKLS algorithm 
is faster than that of our algorithm and ZLW algorithm. This is because their 
method requires only a single ciphertext to store the encrypted matrix, whereas 
our algorithm and ZLW algorithm require two ciphertexts. Moreover, our algo-
rithm achieves significantly faster encryption time compared to ZLW algorithm, 
since it requires tensor ring encoding and zero-padding, which incur substantial 
initial encryption overhead.

•	 Matrix Multiplication Time (seconds): The matrix multiplication time of our 
algorithm is largely consistent with the homomorphic operation complexity 
described in Table 3. As expected, the computation time of our algorithm is sig-
nificantly lower than that of JKLS algorithm. For instance, on the Communi-
ties dataset with A10×15 ⋅ B15×14 , the matrix multiplication time decreases from 

Table 7   Comparison of time performance and memory usage between JKLS algorithm [19], ZLW algo-
rithm [26], and our algorithm

Dataset Dimension Algorithm Encrypt (ms) Mat. Mult (s) Decrypt (ms) Memory (KB)

Adult A2×4 ⋅ B4×5 [19] 15.395 5.683 1.628 512
[26] 51.648 0.433 5.492 1024
Ours ��.��� �.��� �.��� 1024

A8×6 ⋅ B6×2 [19] 16.482 8.312 1.546 512
[26] 53.218 0.722 5.790 1024
Ours ��.��� �.��� �.��� 1024

A10×6 ⋅ B6×4 [19] 17.355 10.029 1.726 512
[26] 50.304 1.479 5.585 1024
Ours ��.��� �.��� �.��� 1024

Winequality A4×6 ⋅ B6×3 [19] 15.827 7.251 1.657 512
[26] 55.619 0.889 5.801 1024
Ours ��.��� �.��� �.��� 1024

A9×8 ⋅ B8×6 [19] 17.748 10.894 1.881 512
[26] 52.235 1.241 5.755 1024
Ours ��.��� �.��� �.��� 1024

A8×12 ⋅ B12×12 [19] 18.201 16.128 1.583 512
[26] 55.013 1.083 5.634 1024
Ours ��.��� �.��� �.��� 1024

Communities A11×10 ⋅ B10×8 [19] 14.854 13.528 1.989 512
[26] 53.281 1.537 5.816 1024
Ours ��.��� �.��� �.��� 1024

A10×15 ⋅ B15×14 [19] 16.664 19.452 1.635 512
[26] 55.936 1.827 5.727 1024
Ours ��.��� �.��� �.��� 1024

A20×20 ⋅ B20×16 [19] 16.792 47.163 1.908 512
[26] 56.113 2.016 5.824 1024
Ours ��.��� ��.��� �.��� 1024
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19.452 s to 4.073 s. This improvement is due to our algorithm requiring fewer 
rotations than JKLS algorithm. Moreover, our algorithm outperforms ZLW algo-
rithm in small-dimensional matrix multiplication, for example, on the Winequal-
ity dataset with A4×6 ⋅ B6×3 , the matrix multiplication time decreases from 0.889 
s to 0.487 s.

•	 Decryption Time (milliseconds): Our algorithm achieves a decryption time com-
parable to the JKLS algorithm and superior to the ZLW algorithm. Moreover, 
decryption is faster than encryption, since only the single ciphertext correspond-
ing to the product matrix needs to be decrypted, whereas the encryption process 
involves encrypting both original matrices.

•	 Memory (KB): We measured the storage cost of encrypting two matrices into 
ciphertexts. For the three datasets, when varying the dimensions of the matri-
ces, the storage cost of JKLS algorithm consistently remained 512 KB. This is 
because each plaintext matrix is encoded into a single BFV ciphertext; therefore, 
as long as the number of elements does not exceed the number of plaintext slots 
( N = 213 = 8192 ), the ciphertext size remains unchanged. In contrast, our algo-
rithm and ZLW algorithm require encrypting two matrices, whereas JKLS algo-
rithm requires only one, resulting in the storage cost of JKLS algorithm being 
approximately half that of our algorithm and ZLW algorithm.

•	 Need for Supercomputing: The results of our experiments shown in Table 7 are 
far from real-world scenarios where the dimensions of matrices can range from 
1000 to several 100,000. Furthermore, achieving a 128-bit security level for 
BFV requires correspondingly large setup parameters: the modulus q is selected 
between 512 and 2,048, while the size of the polynomials n is selected between 
16,384 and 65,536. As we stated in Section 1, ciphertexts are polynomials from 
the ring Zq[x]∕(x

n + 1) . From Table 3, we observe that although we reduce the 
number of homomorphic additions, multiplications, and data rotations to O(k), 
the required number of arithmetic and memory operations are still insurmount-
able: k × q × n = 100, 000 × 2, 048 × 65, 536 ≈ 13 ⋅ 1012 . In order to bring 
down such levels of complexity, there have been several projects, for example, 
DPRIVE is one prime example [30]. We hope our algorithms among many other 
similar ones will bring the attention of the supercomputing community to the 
FHE matrix problems for real-world scientific applications.

Table 8 summarizes the performance analysis of JKLS, ZLW, and our algorithms, 
highlighting their relative strengths and weaknesses in terms of encryption time, 
matrix multiplication time, decryption time, and memory usage.

9 � Conclusions and future work

We introduced two new algorithms BFVMatrixAdd and BFVMatrixMultiply 
for homomorphic matrix addition and multiplication of matrices encrypted using 
the fully homomorphic encryption method BFV [27]. We describe our proposed 
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algorithms in detail from the encryption steps, to the homomorphic arithmetic 
operations, and finally to the decryption, in order to facilitate programming efforts. 
The multiplicative arithmetic complexity of our algorithm is superior to that of the 
Naive, Halevi and Shoup, and JKLS algorithms. We also improve the complexity of 
changing the order of matrices between row, column and diagonal order. The experi-
mental results indicate that our algorithm achieves better performance.

Furthermore, our algorithms accept input matrices in the column order, pro-
ducing the output sum or product matrix in the column order, allowing a series of 
matrix operations found in more complex matrix algorithms such as Singular Value 
Decomposition (SVD) and Eigenvalue (EV) and Eigenmatrix (EM) computations. 
We are currently working on homomorphic SVD, EV, and EM computations on 
encrypted matrices, which will be reported in the near future. Our planned method 
is to build upon the proposed matrix multiplication algorithm by combining iterative 
algorithms such as the power iteration and Lanczos method, which are amenable to 
homomorphic implementation, and polynomial approximations (e.g., Chebyshev or 
Taylor expansions) to approximate nonlinear functions like normalization or recip-
rocal square roots. This strategy is expected to enable homomorphic implementa-
tions of matrix decomposition methods.

Appendix A.

We give numerical examples for every step of the homomorphic encryption, decryp-
tion, matrix addition, and matrix multiplication.

A.1 Encryption and decryption

Consider the parameters R with n = 4 , t = 7 , q = 897 , and compute 
Δ = ⌊q∕t⌋ = 128 . Select sk = [−1, 1, 1, 0] , w = [84,−60,−23, 117] , and 
e = [−1,−4, 1,−3] . We compute u = −(w ⋅ sk + e) as

The public key is the pair (u,w) ∈ R
2
q
 . Now the message is considered as 

m0 = [1, 2, 3, 4] , and the random numbers are selected as r = [0,−1, 0, 1] , 
e0 = [3,−1, 4, 2] , and e1 = [−4, 1, 5,−3] . The first ciphertext polynomial is com-
puted as c0 = r ⋅ u +m0 ⋅ Δ + e0,

The second ciphertext polynomial is computed as c1 = r ⋅ w + e1,

(37)
u = − ([84,−60,−23, 117] ⋅ [−1, 1, 1, 0] + [−1,−4, 1,−3])

= − ([−84,−60,−23, 0] + [−1,−4, 1,−3])

=[85, 64, 22, 3].

(38)
c0 =[0,−1, 0, 1] ⋅ [85, 64, 22, 3] + [1, 2, 3, 4] ⋅ 128 + [3,−1, 4, 2]

=[131, 191, 388, 517].
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The ciphertext is (c0, c1) = ([131, 191, 388, 517], [−4, 61, 5, 114]).
The BFV decryption computes the plaintext vector m′ from the ciphertext c using 

the secret key sk as m� = c0 + c1 ⋅ sk,

The final step of the decryption computes m0 as

A.2 Homomorphic addition

Another message is considered as m1 = [3, 1, 2, 0] , and the random numbers are 
selected as r� = [1, 0, 1,−1] , e�

0
= [−1,−4, 1, 3] , and e�

1
= [3,−1, 4, 2] . The first 

component of the ciphertext is computed as c�
0
= r� ⋅ u +m1 ⋅ Δ + e�

0
,

The second component of the ciphertext is computed as c�
1
= r� ⋅ w + e�

1
,

The ciphertext is obtained as (c�
0
, c�

1
) = ([468, 124, 279, 0], [87,−1,−19,−115]) . The 

homomorphic addition of two ciphertexts c = (c0, c1) and c� = (c�
0
, c�

1
) is performed 

using (d0, d1) = (c0 + c�
0
, c1 + c�

1
) as

The homomorphic addition result is cadd = (d0, d1) . The plaintext is obtained by 
decrypting cadd = (d0, d1) with sk as

(39)
c1 =[0,−1, 0, 1] ⋅ [84,−60,−23, 117] + [−4, 1, 5,−3]

=[−4, 61, 5, 114].

(40)
m� =[131, 191, 388, 517] + [−4, 61, 5, 114] ⋅ [−1, 1, 1, 0]

=[135, 252, 393, 517].

(41)
m0 =

1

128
⋅ [135, 252, 393, 517]

≈[1, 2, 3, 4].

(42)
c�
0
=[1, 0, 1,−1] ⋅ [85, 64, 22, 3] + [3, 1, 2, 0] ⋅ 128 + [−1,−4, 1, 3]

=[468, 124, 279, 0].

(43)
c�
1
=[1, 0, 1,−1] ⋅ [84,−60,−23, 117] + [3,−1, 4, 2]

=[87,−1,−19,−115].

(44)

d0 =[131, 191, 388, 517] + [468, 124, 279, 0]

=[599, 315, 667, 517],

d1 =[−4, 61, 5, 114] + [87,−1,−19,−115]

=[83, 60,−14,−1].

(45)
m�

add
=d0 + d1 ⋅ sk

=[599, 315, 667, 517] + [83, 60,−14,−1] ⋅ [−1, 1, 1, 0]

=[516, 375, 653, 517].
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The scaling factor Δ is then applied to obtain

The result is correct, since the addition of the plaintexts is equal to

A.3 Homomorphic multiplication

Let p = 15001 , select w� = [43,−5,−102, 61] , and e� = [1,−3, 3,−2] . We compute 
u� = −(w� ⋅ sk + e�) + p ⋅ sk2,

The relinearization key is the pair rk = (u�,w�) , which is obtained as

The homomorphic multiplication of two ciphertexts c = (c0, c1) and c� = (c�
0
, c�

1
) 

produces 3 intermediate terms: (d�
0
, d�

1
, d�

2
) . The computation of d�

0
=

1

Δ
⋅ c0 ⋅ c

�
0
 is as 

follows:

Similarly, the computation of d�
1
=

1

Δ
⋅ (c0 ⋅ c

�
1
+ c�

0
⋅ c1) is performed as

Finally, the computation of d�
2
=

1

Δ
⋅ c1 ⋅ c

�
1
 is performed as

The temporary result of the homomorphic multiplication is (d�
0
, d�

1
, d�

2
) . Relineariza-

tion is then performed as

(46)
madd =

1

128
⋅ [516, 375, 653, 517]

≈[4, 3, 5, 4].

(47)m0 +m1 = [1, 2, 3, 4] + [3, 1, 2, 0] = [4, 3, 5, 4].

(48)

u� = − ([43,−5,−102, 61] ⋅ [−1, 1, 1, 0] + [1,−3, 3,−2]) + 15001 ⋅ [1, 1, 1, 0]

=[15043, 15009, 15100, 2].

(49)(u�,w�) = ([15043, 15009, 15100, 2], [43,−5,−102, 61]).

(50)
d�
0
=

1

128
⋅ [131, 191, 388, 517] ⋅ [468, 124, 279, 0]

=[479, 185, 846, 0].

(51)

d�
1
=

1

128
⋅ ([131, 191, 388, 517] ⋅ [87,−1,−19,−115] + [−4, 61, 5, 114] ⋅ [468, 124, 279, 0])

=[74, 58,−47,−464].

(52)
d�
2
=

1

128
⋅ [−4, 61, 5, 114] ⋅ [87,−1,−19,−115]

=[−3, 0,−1,−102].

(53)cmul = (d
0
, d

1
) = (d�

0
, d

�
1
) +

⌊
p−1 ⋅ d�

2
⋅ rk

⌉
,
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such that rk = (u�,w�) . The first term is d0 = d�
0
+

⌊
p−1 ⋅ d�

2
⋅ u�

⌉
mod q,

The second term is d1 = d�
1
+

⌊
p−1 ⋅ d�

2
⋅ w�

⌉
mod q,

The decryption of cmul = (d0, d1) using sk gives back mmul:

The result is correct, since the product of the plaintexts is equal to

A.4 Homomorphic matrix addition

Consider these two 3 × 3 matrices with integer entries

The column order representations of A, B are obtained as

The ring Zn
q
 with q = 1472 and n = 9 is used, and the parameters for the BFV algo-

rithm are selected as

(54)

d0 =[479, 185, 846, 0] +
1

15001
⋅ [−3, 0,−1,−102] ⋅ [15043, 15009, 15100, 2]

≈[476, 185, 845, 0].

(55)
d1 =[74, 58,−47,−464] +

1

15001
⋅ [−3, 0,−1,−102] ⋅ [43,−5,−102, 61]

≈[74, 58,−47,−464].

(56)

mmul =
1

Δ
⋅ (d0 + d1 ⋅ sk)

=
1

128
⋅ ([476, 185, 845, 0] + [74, 58,−47,−464] ⋅ [−1, 1, 1, 0])

≈[3, 2, 6, 0].

(57)m0 ⋅m1 = [1, 2, 3, 4] ⋅ [3, 1, 2, 0] ≈ [3, 2, 6, 0].

(58)A =

⎡⎢⎢⎣

2 3 1

2 0 4

1 0 3

⎤⎥⎥⎦
, B =

⎡⎢⎢⎣

3 1 0

2 4 1

0 2 3

⎤⎥⎥⎦
.

(59)
a =[2, 2, 1, 3, 0, 0, 1, 4, 3],

b =[3, 2, 0, 1, 4, 2, 0, 1, 3].

(60)

t =23,

Δ� =⌊q∕t⌋ = 64,

sk =[−1, 0,−1, 1, 1, 0, 1, 0, 1],

w =[24, 17,−5,−10, 25, 41,−3, 12, 8],

e =[−1,−3,−3,−4, 4, 1, 1,−2, 2].
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We now compute u = −(w ⋅ sk + e),

The public key is the pair pk = (u,w) . To compute the relinearization key, 
we select p = 150001 , w� = [43,−5,−102, 61, 34, 90,−18, 77,−52] , and 
e� = [1,−3, 3,−2,−4,−1, 4,−2,−3] . We compute u� = −(w� ⋅ sk + e�) + p ⋅ sk2,

The relinearization key is the pair rk = (u�,w�) . Encryption of a = �����������(A) 
is performed by first selecting the random numbers

The first component of the ciphertext is computed as cx0 = r ⋅ u + a ⋅ Δ� + e0,

The second component of the ciphertext is computed as cx1 = r ⋅ w + e1,

The ciphertext is x = (cx0, cx1) = Encpk(a).
On the other hand, the encryption of b = �����������(B) is obtained by first 

selecting the random numbers

The first component of the ciphertext is computed as cy0 = r� ⋅ u + b ⋅ Δ� + e�
0
,

The second component of the ciphertext is computed as cy1 = r� ⋅ w + e�
1
,

(61)

u = − ([24, 17,−5,−10, 25, 41,−3, 12, 8] ⋅ [−1, 0,−1, 1, 1, 0, 1, 0, 1] + [−1,−3,−3,−4, 4, 1, 1,−2, 2]),

=[25, 3,−2, 14,−29,−1, 2, 2,−10].

(62)

u� = − ([43,−5,−102, 61, 34, 90,−18, 77,−52] ⋅ [−1, 0,−1, 1, 1, 0, 1, 0, 1]

+[1,−3, 3,−2,−4,−1, 4,−2,−3]) + 150001 ⋅ [1, 0, 1, 1, 1, 0, 1, 0, 1]

=[150043, 3, 149896, 149942, 149971, 1, 150015, 2, 150056].

(63)
r =[0, 1, 0,−1, 1, 1, 0, 1, 1],

e0 =[3, 2, 1,−1, 3,−4, 4, 1, 2],

e1 =[−4, 17, 4, 11, 18,−40, 5, 2,−2].

(64)
cx0 =[0, 1, 0,−1, 1, 1, 0, 1, 1] ⋅ [25, 3,−2, 14,−29,−1, 2, 2,−10]

+ [2, 2, 1, 3, 0, 0, 1, 4, 3] ⋅ 64 + [3, 2, 1,−1, 3,−4, 4, 1, 2]

=[131, 133, 65, 177,−26,−5, 68, 259, 184].

(65)
c
x1

=[0, 1, 0,−1, 1, 1, 0, 1, 1] ⋅ [24, 17,−5,−10, 25, 41,−3, 12, 8] + [−4, 17, 4, 11, 18,−40, 5, 2,−2]

=[−4, 34, 4, 21, 43, 1, 5, 14, 6].

(66)

r� =[1,−1,−1, 0, 1,−1, 1, 0, 0],

e�
0
=[−2,−1, 2, 1, 3, 4,−3,−2,−1],

e�
1
=[2,−1,−1,−3,−4,−2, 1, 3, 2].

(67)

cy0 =[1,−1,−1, 0, 1,−1, 1, 0, 0] ⋅ [25, 3,−2, 14,−29,−1, 2, 2,−10]

+ [3, 2, 0, 1, 4, 2, 0, 1, 3] ⋅ 64 + [−2,−1, 2, 1, 3, 4,−3,−2,−1]

=[215, 124, 4, 65, 230, 133,−1, 62, 191].
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The ciphertext is y = (cy0, cy1) = Encpk(b).
The ciphertexts x = (cx0, cx1) and y = (cy0, cy1) are now homomorphically added

The components of z = (cz0, cz1) are obtained as

The homomorphic addition result is z = (cz0, cz1) To verify the correctness, z is 
decrypted using the secret key sk = [−1, 0,−1, 1, 1, 0, 1, 0, 1] as follows:

The result is correct since the sum A + B = D is computed as

The column ordering of the matrix D is obtained as

A.5 Homomorphic matrix multiplication

We consider these two 3 × 3 matrices with integer entries in Equation (58). Their 
column order representations are

(68)

cy1 =[1,−1,−1, 0, 1,−1, 1, 0, 0] ⋅ [24, 17,−5,−10, 25, 41,−3, 12, 8]

+ [2,−1,−1,−3,−4,−2, 1, 3, 2]

=[26,−18, 4,−3, 21,−43,−2, 3, 2].

(69)z = x⊕ y → (cz0, cz1) = (cx0, cx1)⊕ (cy0, cy1).

(70)

cx0 + cy0 =[131, 133, 65, 177,−26,−5, 68, 259, 184] + [215, 124, 4, 65, 230, 133,−1, 62, 191],

c
z0 =[346, 257, 69, 242, 204, 128, 67, 321, 375],

cx1 + cy1 =[−4, 34, 4, 21, 43, 1, 5, 14, 6] + [26,−18, 4,−3, 21,−43,−2, 3, 2],

cz1 =[22, 16, 8, 18, 64,−42, 3, 17, 8].

(71)

d = Decsk(z)

=
1

Δ�
⋅ (cz0 + cz1 ⋅ sk)

=
1

64
⋅ ([346, 257, 69, 242, 204, 128, 67, 321, 375]

+[22, 16, 8, 18, 64,−42, 3, 17, 8] ⋅ [−1, 0,−1, 1, 1, 0, 1, 0, 1])

=
1

64
⋅ [324, 257, 61, 260, 268, 128, 70, 321, 383]

≈[5, 4, 1, 4, 4, 2, 1, 5, 6].

(72)D =

⎡⎢⎢⎣

2 3 1

2 0 4

1 0 3

⎤⎥⎥⎦
+

⎡⎢⎢⎣

3 1 0

2 4 1

0 2 3

⎤⎥⎥⎦
=

⎡⎢⎢⎣

5 4 1

4 4 5

1 2 6

⎤⎥⎥⎦
.

(73)d = [5, 4, 1, 4, 4, 2, 1, 5, 6].
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Here, we have k = 3 and k2 = 9 . Their ciphertexts are given as

The first step of BFVMatrixMultiply is to convert x = (cx0, cx1) from column 
to diagonal order d = (dx0, dx1) = ��������(c),

dx0 and dx1 are arranged into 3 vectors of length 3 as d̄x,0 and d̄x,1,

The vectors d̄x0,i and d̄x1,i are

In the second step, the vectors d⃗x0i and d⃗x1i are generated as follows

During the third step, we start with the column ordering of the cy0 and cy1 , and gen-
erate c⃗y0i and c⃗y1i for i = 1, 2, 3 as follows:

(74)
a =[2, 2, 1, 3, 0, 0, 1, 4, 3],

b =[3, 2, 0, 1, 4, 2, 0, 1, 3].

(75)

x = Encpk(a) =(cx0, cx1)

cx0 =[131, 133, 65, 177,−26,−5, 68, 259, 184]

cx1 =[−4, 34, 4, 21, 43, 1, 5, 14, 6],

y = Encpk(b) =(cy0, cy1)

cy0 =[215, 124, 4, 65, 230, 133,−1, 62, 191]

cy1 =[26,−18, 4,−3, 21,−43,−2, 3, 2].

(76)
dx0 =[131,−26, 184, 133,−5, 68, 65, 177, 259],

dx1 =[−4, 43, 6, 34, 1, 5, 4, 21, 14].

(77)dx0 = [d̄x0,1, d̄x0,2, d̄x0,3],dx1 = [d̄x1,1, d̄x1,2, d̄x1,3].

(78)
d̄x0,1 = [131,−26, 184],d̄x1,1 = [−4, 43, 6],

d̄x0,2 = [133,−5, 68],d̄x1,2 = [34, 1, 5],

d̄x0,3 = [65, 177, 259],d̄x1,3 = [4, 21, 14].

(79)

d⃗x0i =[R
i−1(d̄x0,i),R

i−1(d̄x0,i),R
i−1(d̄x0,i)],

d⃗x1i =[R
i−1(d̄x1,i),R

i−1(d̄x1,i),R
i−1(d̄x1,i)],

d⃗x01 =[131,−26, 184, 131,−26, 184, 131,−26, 184],

d⃗x11 =[−4, 43, 6,−4, 43, 6,−4, 43, 6],

d⃗x02 =[68, 133,−5, 68, 133,−5, 68, 133,−5],

d⃗x12 =[5, 34, 1, 5, 34, 1, 5, 34, 1],

d⃗x03 =[177, 259, 65, 177, 259, 65, 177, 259, 65],

d⃗x13 =[21, 14, 4, 21, 14, 4, 21, 14, 4].
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cy0 and cy1 are arranged into 3 vectors of length 3 as c̄y,0 and c̄y,1,

The vectors c̄y0,i and c̄y1,i are

We then generate c⃗y0i and c⃗y1i for i = 1, 2, 3 as follows:

Finally, the fourth step of BFVMatrixMultiply uses d⃗x0i and d⃗x1i , and c⃗y0i and 
c⃗y1i for i = 1, 2, 3 and first computes z

1
, z

2
, z

3
.

The computation of z1,

(80)
cy0 =[215, 124, 4, 65, 230, 133,−1, 62, 191],

cy1 =[26,−18, 4,−3, 21,−43,−2, 3, 2].

(81)cy0 = [c̄y0,1, c̄y0,2, c̄y0,3],cy1 = [c̄y1,1, c̄y1,2, c̄y1,3].

(82)

c̄y0,1 = [215, 124, 4],c̄y1,1 = [26,−18, 4],

c̄y0,2 = [65, 230, 133],c̄y1,2 = [−3, 21,−43],

c̄y0,3 = [−1, 62, 191],c̄y1,3 = [−2, 3, 2].

(83)

c⃗y0i =[R
i−1(c̄y0,1),R

i−1(c̄y0,2),R
i−1(c̄y0,3)],

c⃗y1i =[R
i−1(c̄y1,1),R

i−1(c̄y1,2),R
i−1(c̄y1,3)],

c⃗y01 =[215, 124, 4, 65, 230, 133,−1, 62, 191],

c⃗y11 =[26,−18, 4,−3, 21,−43,−2, 3, 2],

c⃗y02 =[4, 215, 124, 133, 65, 230, 191,−1, 62],

c⃗y12 =[4, 26,−18,−43,−3, 21, 2,−2, 3],

c⃗y03 =[124, 4, 215, 230, 133, 65, 62, 191,−1],

c⃗y13 =[−18, 4, 26, 21,−43,−3, 3, 2,−2].
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The computation of z2,

(84)

z1 =(d⃗x01, d⃗x11)⊙ (c⃗y01, c⃗y11),

d⃗x01 =[131,−26, 184, 131,−26, 184, 131,−26, 184],

d⃗x11 =[−4, 43, 6,−4, 43, 6,−4, 43, 6],

c⃗y01 =[215, 124, 4, 65, 230, 133,−1, 62, 191],

c⃗y11 =[26,−18, 4,−3, 21,−43,−2, 3, 2],

z�
01

=
1

Δ�
⋅ d⃗x01 ⋅ c⃗y01

=[440,−50, 12, 133,−93, 382,−2,−25, 549],

z�
11

=
1

Δ�
⋅ (d⃗x01 ⋅ c⃗y11 + c⃗y01 ⋅ d⃗x11)

=[40, 91, 12,−10, 146,−111,−4, 40, 24],

z�
21

=
1

Δ�
⋅ d⃗x11 ⋅ c⃗y11

=[−2,−12, 0, 0, 14,−4, 0, 2, 0],

z01 =z
�
01
+

⌊
p−1 ⋅ z�

21
⋅ rk

⌉

=[438,−50, 12, 133,−79, 382,−2,−25, 549],

z11 =z
�
11
+

⌊
p−1 ⋅ z�

21
⋅ rk

⌉

=[40, 91, 12,−10, 146,−111,−4, 40, 24],

z1 =(z01, z11).
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The computation of z3,

(85)

z2 =(d⃗x02, d⃗x12)⊙ (c⃗y02, c⃗y12),

d⃗x02 =[68, 133,−5, 68, 133,−5, 68, 133,−5],

d⃗x12 =[5, 34, 1, 5, 34, 1, 5, 34, 1],

c⃗y02 =[4, 215, 124, 133, 65, 230, 191,−1, 62],

c⃗y12 =[4, 26,−18,−43,−3, 21, 2,−2, 3],

z�
02

=
1

Δ�
⋅ d⃗x02 ⋅ c⃗y02

=[4, 447,−10, 141, 135,−18, 203,−2,−5],

z�
12

=
1

Δ�
⋅ (d⃗x02 ⋅ c⃗y12 + c⃗y02 ⋅ d⃗x12)

=[5, 168, 3,−35, 28, 2, 17,−5, 1],

z�
22

=
1

Δ�
⋅ d⃗x12 ⋅ c⃗y12

=[0, 14, 0,−3,−2, 0, 0,−1, 0],

z02 =z
�
02
+

⌊
p−1 ⋅ z�

22
⋅ rk

⌉

=[4, 447,−10, 138, 133,−18, 203,−2,−5],

z12 =z
�
12
+

⌊
p−1 ⋅ z�

22
⋅ rk

⌉

=[5, 168, 3,−35, 28, 2, 17,−5, 1],

z2 =(z02, z12).
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These ciphertexts are added to obtain the ciphertext z = (cz0, cz1),

Here, z is the encryption of the matrix product D in the column order. z = (cz0, cz1) 
is computed as

(86)

z3 =(d⃗x03, d⃗x13)⊙ (c⃗y03, c⃗y13),

d⃗x03 =[177, 259, 65, 177, 259, 65, 177, 259, 65],

d⃗x13 =[21, 14, 4, 21, 14, 4, 21, 14, 4],

c⃗y03 =[124, 4, 215, 230, 133, 65, 62, 191,−1],

c⃗y13 =[−18, 4, 26, 21,−43,−3, 3, 2,−2],

z�
03

=
1

Δ�
⋅ d⃗x03 ⋅ c⃗y03

=[343, 16, 218, 636, 538, 66, 171, 773,−1],

z�
13

=
1

Δ�
⋅ (d⃗x03 ⋅ c⃗y13 + c⃗y03 ⋅ d⃗x13)

=[−9, 17, 40, 134,−145, 1, 29, 50,−2],

z�
23

=
1

Δ�
⋅ d⃗x13 ⋅ c⃗y13

=[−6, 1, 2, 7,−9, 0, 1, 0, 0],

z03 =z
�
03
+

⌊
p−1 ⋅ z�

23
⋅ rk

⌉

=[337, 16, 220, 643, 529, 66, 172, 773,−1],

z13 =z
�
13
+

⌊
p−1 ⋅ z�

23
⋅ rk

⌉

=[−9, 17, 40, 134,−145, 1, 29, 50,−2],

z3 =(z03, z13).

(87)

(cz0, cz1) =z1 ⊕ z2 ⊕ z3

=(z01, z11)⊕ (z02, z12)⊕ (z03, z13)

=(z01 + z02 + z03, z11 + z12 + z13),

cz0 =z01 + z02 + z03,

cz1 =z11 + z12 + z13.

(88)

cz0 =[438,−50, 12, 133,−79, 382,−2,−25, 549] + [4, 447,−10, 138, 133,−18, 203,−2,−5]+

+ [337, 16, 220, 643, 529, 66, 172, 773,−1]

=[779, 413, 222, 914, 583, 430, 373, 746, 543],

cz1 =[40, 91, 12,−10, 146,−111,−4, 40, 24] + [5, 168, 3,−35, 28, 2, 17,−5, 1]+

+ [−9, 17, 40, 134,−145, 1, 29, 50,−2]

=[36, 276, 55, 89, 29,−108, 42, 85, 23].
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The decryption of the ciphertext z = (cz0, cz1) using the secret key is obtained as

To verify the result, we show that it is equal to the column ordering of the product 
D = A ⋅ B . To show that, the matrix product D = A ⋅ B is computed as

The column ordering of the matrix D is indeed equal to
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