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Abstract

In this paperwe presenta new approachthat generalizes
theclassicKaratsubanultiplier techniqueln contrastwith
versionsof this algorithm previously discussed1, 2], in
our approachwe do not use compositefields to perform
the groundfield arithmetic. The mostattractve featureof
the new algorithmpresentedereis thatthe degreeof the
definingirreduciblepolynomial canbe arbitrarily selected
by the designerallowing the usageof primedegrees.
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1 Introduction

Arithmeticover GF(2™) hasmary importantapplications,
in particularin the theory of error control codingandin
cryptography[1, 2, 3]. The hardware/softvareimplemen-
tation efficiency of finite field arithmeticis measuredn
termsof the associatedpaceandtime compleities. The
spacecompleity is definedas the numberof XOR and
AND gatesneededor theimplementatiortircuit, whereas
thetime compleity is thetotal gatedelayof thecircuit.

Let A(z),B(z) and C'(z) € GF(2™) and P(x)
be the irreducible polynomial generatingG F'(2™). Mul-
tiplication in GF(2™) is defined as polynomial mul-
tiplication modulo the irreducible polynomial P(z),
C'(z) = A(z)B(zx) mod P(z). In orderto obtainC’ (),
we canfirst obtainthe productpolynomial C(z) of degree
atmost2m — 2, as

m—1 m—1
C(z) = A(@)B(x) = (D asa’)(D)_ bir') (1)
=0 1=0

In a secondstepthe reductionoperationneedsto be per
formedin orderto obtainthe m — 1 degree polynomial
C'(z), whichis definedas

C'(z) = C(z) (mod P)(z). )
Notice thatoncethatthe irreduciblepolynomial P(x) has

beenselectedthe reductionstepcanbe accomplishedy
usingXOR gatesonly.
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Severalarchitecturehave beenreportedfor multipli-
cationin GF(2™). For example efficient bit-parallelmul-
tipliers for bothcanonicalandthe normalbasisrepresenta-
tion have beenproposedn [4, 5, 6]. All thesealgorithms
exhibit a spacecomplexity O(m?).

However, thereare someasymptoticallyfastermeth-
odsfor finite field multiplications,suchasthe Karatsuba-
Ofman algorithm [7, 8]. Discoveredin 1962, it wasthe
first algorithmto accomplishpolynomialmultiplicationin
underO(m?) operationg9]. Karatsubamultiplierscanre-
sultin fewer bit operationsat the expenseof somedesign
restrictionsparticularlyin theselectiorof thedegreeof the
generatingrreduciblepolynomialm.

In[7, 8, 5] waspresented Karatsubamultiplier based
on compositefields of thetype GF((2™)®) with m = sn,
s = 2!, t aninteger However, for certainapplications,
especially elliptic curve cryptosystemsit is importantto
considerfinite fields GF(2™) wherem is not necessar
ily a power of two. In fact, for this specificapplication
somesourced10] suggesthat, for securitypurposesit is
stronglyrecommendedo choosedegreesm for the finite
field, in therange[160, 512] with m aprime.

In this paperwe discusssomealgorithmsthatimple-
mentgeneralizedield Karatsubamultipliersin GF(2™),
wherem is anarbitraryinteger. We preseneamodifiedver-
sion of the classicKaratsubaalgorithmthatwe call binary
Karatsubamultipliers. The organizationof this paperis
asfollows: In § 2 we analyzethe corventionalKaratsuba
polynomial multiplier techniquefor the particularcaseof
GF(2™) with m = 2*n, k aninteger In § 3 and§ 4 we
presentabinaryKaratsubanultiplier algorithm.Finally, in
§ 5 we discusgheimplicationsof the resultsfoundin this
research.

2 2Fn-bit Karatsuba Multipliers

Let thefield GF(2™) be constructedusingtheirreducible
polynomial P(z) of degreem = rn, with r = 2%, k an
integer. Let A, B betwo elementsn GF(2™). Both ele-



mentscanberepresenteth thepolynomialbasisas,

m—1 m—1 -1
A = Z a;xt = a;xt + Z a;x’
i=0 = i=0
m_q m_
= z7 a2 T’ + Z a;xt = 22 A" + AL
i=0 =0
and
m—1 m—1 F-1
B = b,.CL'Z = bz.CL'Z + Z bz.CL'Z
i=0 =2 i=0
m_ =
= 2% ) bygpo+ ) b’ = 2%B" + B~

Then,usinglasttwo equationsthe polynomial productis
givenas

C = smATBH L (AHBY 4 ALBH)zs 4+ AVBE. (3)

Karatsubaalgorithmis basedon the ideathat the product
of lastequationcanbe equivalentlywritten as

C = xmAHBH 4 ALBL
(AHBH 4+ ALBL 4 (AH + ALY(BL + BH))z%
= zmCH 4+ CL.
(4)

Let usdefine

My = AH —l—AL;

Mg := B"+BH; ®)

M = MaMp.

Using equation(4), andtakinginto accountthat the poly-
nomial productC hasat most2m — 1 coordinateswe can
classifyits coordinatess

cH = [sz—z,czm—3,---70m+170m]; (6)
Cl = [em-1,Cm—-2,---,C1,C0)-

Although (4) seemgo be more complicatedthan (3), it is
easyto seethat equation(4) canbe usedto computethe
productat a costof four polynomial additionsand three
polynomialmultiplications. In contrastwhenusingequa-
tion (3), oneneedgo computefour polynomialmultiplica-
tions andthreepolynomialadditions. Due to the fact that
polynomial multiplicationsarein generalmuch more ex-
pensve operationsthan polynomial additions, it is valid
to concludethat (4) is computationallysimpler than the
classicalgorithm. Karatsubas algorithm can be applied
recursvely to the threepolynomial multiplicationsin (4).
Hence,we can postponethe computationof the polyno-
mial productsA® BH | AL B and M, andinsteadwe can
split againeachone of thesethreefactorsinto threepoly-
nomial products. By applying this stratey recursvely,
in eachiteration each degree polynomial multiplication
is transformednto three polynomial multiplicationswith
their degreesreducedo abouthalf of its previousvalue.

Input: Two elementsd, B € GF(2™) withm = rn = 2%n, and
whereA, B canbeexpresseds,

A=g% AH 4 AL B=¢"7BH 4 BL.

Output: A polynomialC' = AB with upto 2m — 1 coordinates,
whereC = zmCH + CT.

Procedure Kmul2*(C, A, B)

0. bggin

1. if (r == 1) then

2. C = mul-n(A, B);

3. return;

4, forifromOto § —1do

5. My,; = AiL + Af;

6. Mp; = Bl + BE;

7. end

8. mul2k(CL, AL, BL);

9. mul2F (M, Ma, Mg);

10.  mul2k(CH,AH BH);
11. forifrom0tor — 1 do

12. M; = M; +CF +CF,;
13. end

14. forifromOtor — 1 do

15. C%+i = C%+i+Mi;
16. end

17.end

Figurel. m = 2*n-bit Karatsubamultiplier.

Eventually after no morethan [log,(m)] iterations,
all the polynomial operandscollapseinto single coefi-
cients.In thelastiteration,theresultingbit multiplications
canbedirectly computed Althoughit is possibleto imple-
mentthe Karatsubaalgorithmuntil the [log, m] iteration,
it is usuallymorepracticalto truncatehealgorithmearlier
If the Karatsubaalgorithmis truncatedat a certainpoint,
the remaining multiplications can be computedby using
alternatvve techniguegclassicalgorithm, Mastrovito mul-
tipliers, and other techniques). The bestresultsare then
obtainedby using hybrid techniquesj.e., we use Karat-
subato reducethe multiplier complexity of relatively big
sizeoperandsfollowedby efficient algorithmsto compute
themultipliersfor smallsizeoperands.

The algorithm presentedn figure 1 implementsthe
Karatsubastrateyy for polynomialmultiplication. It canbe
shawvn that the spaceandtime complexities of that algo-
rithm aregivenas,

#XORs < (m)°52%(8m _ 24 M,,.n)
—8m + 2;
(2219822 My "
Tdela,yQ" +4Tx Ing(%) .

#ANDs <
Delay <
In thiscasdt hasbeenassumedhattheblock selected
to implementthe GF(2™) arithmetichasa T ge;4,2» gate
delayassociatedvith it.
As it hasbeenmentionedabove, the hybrid approach
proposedhererequireshe useof anefficient multiplier al-
gorithmto performthe n-bit polynomialmultiplications. It



canbe shavn thatthe spaceandtime complexities for the
classicn-bit multiplier aregivenas

#XORs = (n—1);
#ANDs = n2; ®)
Delay < Tanp +Tx[logyn].

Combiningthe complexities givenin equation(8), to-
getherwith the compleities of equation(7) we conclude
that the spaceandtime complexities of the hybrid m-bit
Karatsubamultiplier truncatedat the n-bit multiplicand
level areupperboundedby

logs 3
#XORs < (%) ’ (n® +6n—1) —8m+2;
log, 3
#ANDs < 3'°82" My = (%) R ©

Delay< Tanp + Tx(logsn + 4log, ) .

Table1 shaws the spaceandtime complexities for the hy-
brid Karatsubamultiplier for the optimal casewherem is
a power of two. Thevaluesof m presentedn tablel are
thefirst ten powersof two. Notice thatthe multipliers for
m = 1,2,4 areassumedo beimplementedisingtheclas-
sic methodonly. As we will seein § 3, the complexities of
the hybrid Karatusbamultiplier for degreesm = 2* hap-
pento be crucialto find the hybrid Karatsubacompleities
for arbitrarydegreesof m.

m T n | AND gates | XOR gates Timedelay
1 1 1 1 0 Ta

2 1 2 | 4 1 Tx +Ta

4 1 4 16 9 2Tx + Ta
8 2 4 | 48 55 6Tx + Ta
16 4 4 144 225 10Tx + Ta
32 8 4 432 799 14Tx + Ta
64 16 4 1296 2649 18Tx + Ta
128 | 32 4 | 3888 8455 22Tx + Ta
256 | 64 4 11664 26385 26Tx + Ta
512 128 4 34992 81199 30Tx + Ta

Tablel. Spaceandtime complexities for severalm = 2*-
bit hybrid Karatsubamultipliers.

3 Binary Karatsuba Multipliers

In the lastsectionwe analyzedhybrid Karatsubamultipli-
ersfor compositedegreesof m. However, asit wasmen-
tionedin §1, for cryptographicapplicationsit is advisable
to usefinite fields of prime degree. Thereforejt is impor-
tantto investigatea generalizedrersionof thealgorithmin
figure 1 thatis not restrictedto specialcompositedegrees
of m. In this sectionwe presentan algorithmthat allows
usto implementabinary Karatsubamultiplier for arbitrary
degreesof m. We alsogive arigorousanalysisof its corre-
spondingspaceandtime complexities.

3.1 Binary Karatsuba Strategy

Let us considerthe multiplication of two polynomials
A,B € GF(2™), suchthat their degreeis lessor equal
tom — 1, wherem = 2F + d. As a very first approach,
we couldpretendhatbothoperand$iave 2¥+! coordinates
eachwheretheir respectie 28! — d mostsignificantbits
areall equalto zero. If we partition the operands4 and
B into two halfes,then,in orderto computetheir polyno-
mial multiplication, we can usethe algorithmin figure 1
with m = 2k+1. Although this approactis a valid one, it
clearly implies the wasteof several arithmeticoperations,
assomeof themostsignificantbits of the operandsareze-
roes. However, if we wereableto identify the extra arith-
metic operationsand remove them from the algorithmin
figure 1, we would thenbe ableto find a quasi-optimako-
lution for arbitrary degreesof m. To seehow this canbe
done,considerthe algorithmshown in figure 2, which has
beenadaptedrom theonepresentedh figure 1.

Input: Two elementsd, B € GF(2™) with m anarbitrary
numbeyandwhereA, B canbeexpresseds

A=g% AH 4 AL B=¢"% BH 4 BL.

Output: A polynomialC = AB with upto 2m — 1 coordinates,
whereC = zmCH + CL.

Procedure mulgenm(C, A, B)

0. beggin

1. k = |logym|;

2. d=m — 2F,

3. if (d == 0) then

4, C = Kmul2*(A, B);
5. return;

6. forifrom0tod — 1 do
7. Map; = AzL + A{I;
8. Mp; = B + BY;
9. end

10.  mul2k(CE, AL, BL);

11. mul2F (M, My, Mp);

12. mulgen_d(CH,AH BH);
13. forifrom0to2k — 2 do

14. M; = M; +CF +CF,;
15. end

16. forifromO0to2k — 2 do

17. Crti = Cryi + M
18. end

19.end

Figure2. m-bit binaryKaratsubamultiplier.

In lines 1-2 the valuesof the constants:, d suchthat
m = 2F + d arecomputed.If d = 0, i.e, if m is a power
of two, thenthe binary Karatsubaalgorithmof figure 2 re-
vertsto the specializedalgorithmin figure 1 presentedn
the previous section. If thatis not the case,our algorithm
usesthe constantsk andd to prevent us to computeun-
necessanarithmeticoperations. In lines 6-9, the d least
significantbits of M4 and Mg of equation(5) are com-



puted using the d non-zerocoordinatesof A” and BE.
Theremainingk — d mostsignificantbits of M4 andMp
aredirectly obtainedfrom AL and B%, respectiely. No-
tice thatthe operands A%, BX, M, and Mg areall 2%-bit
polynomials. Becauseof that, our algorithm invokesthe
multiplier of figurel in lines10and11. Ontheotherhand,
bothoperandsd® and B¥ ared-bit polynomialswhered,
in generaljs not a power of two. Consequentlyin line 12,
thealgorithmcallsitself in arecursve manner Thisrecur
sive call is invoked usingthe operands$ degreereducedo
d. Clearlyin eachiterationthe degreeof the operandgets
reducedandeventually afteratotal of h iterations(where
h is thehammingweightof thebinaryrepresentationf the
original degreem), thealgorithmends.

It canbeshawvn thatthespacecompleity of them-bit
binary Karatsubanultiplier of figure 2 is givenas,

h—2
XOR Gates= » [2MULx (2¥)+
=0
min (4(]4)1 +dit1 — 1), ki +10d;41 — 4)]
+ MULx/(2kr-1)

h—2
AND Gates= Y (2MULA(2¥)) + MULx (2-1).
=0
(10)
Where
do = m
ko = llogyml;
di = di_g — 2k (11)
ki = |logyd;];
h = hamming_ weight(m).

MULx(r) andMU L 4(r) representheXOR gateandthe
AND gatecomplexitiesof thealgorithmin figure 1, respec-
tively, with » = 2%, k aninteger

Whereasthe associatedime delay of the m-bit bi-
nary Karatsubamultiplier of figure 2, with m nota power
of two, is givenas

TimeDelay = MU Lyeiay (252 ™)) +4Tx;  (12)

WhereMU L4, (r) representthetime complexity of the
algorithmin figure 1, with » = 2%, k aninteger.

4 Binary Karatsuba Multipliers Revisited

The algorithm presentedn figure 2 achieves the goal of
obtainingamodularversionof the Karatsubaalgorithmfor
arbitrarydegreesof m. However, thatalgorithmis ineffi-
cientfor certaindegreef m, especiallyfor thecasesvhen
d << 2F, m = 2% 4 d. Fortunately thereis analternatve
approachthat can help us alleviate this problem. To see
this, let usexamineagainthe algorithmin figure 2. In line
11 thealgorithmobtainsthe valueof the polynomial M of
equation(5) via polynomial multiplication using a 2*-bit

multiplier block. If k£ > 2, the spacecostof a 2*-bit multi-
plier blockis upperboundedoy

XOR Gates < 13 -3k—1 — 2k+3 4 2. 13)
AND Gates < 1632,

However, if d << 2%, thereis a moreefficient way to ob-
tain M. Fromequation(5), we canreformulateM as,

M = MaMp = (A" + AY)Y(BY + BY) =
= A'B* + AYBY + AMBY + AHBH.

(14)

By applying the classic multiplier algorithm mentioned

previously, we can compute the products A B and

AH BT at the spacecostof (2 — 1)(d — 1) XOR gates

and2*d AND gateseach. Thus, usingequation(14), the

polynomial M canbeobtainedat a spacecostgivenas

XOR Gates= 2(2F —1)(d —1) +2(2*F +d - 1)+
+(2d —1)
= 2d(2F +1) - 1;
AND Gates= 2d2*.

(15)

If we computeM usingthis approachwe do not needto
computethe loop in lines 6-9 of the algorithmin figure 2
arymore, yielding an extra saving of d XOR gates. Con-
sideringthis, and by comparingequations(13) and (15),
we concludethatthe polynomial M canbecomputednore
efficiently by using the equation(14) ratherthan using a
2k_pit Karatsubamultiplier, if the following condition is
satisfied

{13 . 3k—1 _ gk+3 4 3J
d<

2k+1 41 (16)

wherem = 2% +d, k> 2.

Figure3 shavsthealgorithmfor thebinaryKaratsuba
multiplier if condition(16)is satisfied Noticethatequation
(14)is implementedn line 8 of thealgorithm. In practice,
for agivenarbitrarydegreem, the designehasthe option
to computethe polynomial M eitherimplementingequa-
tion (14) or usinga 2*-bit Karatsubamultiplier block. The
bestoptioncanbe selectedhfter evaluatingcondition(16).
In the next sectionwe presenta designexamplethatillus-
tratesthis designprocess.

4.1 An Example

As a design example, let us considerthe polynomial
multiplication of the elementsA and B € GF(2!9%).
Since(193); = 11000001, the Hammingweight » of
the binary representatiorof m is h = 3. This implies
thatwe needa total of threeiterationsin orderto compute
the multiplication using the generalizedm-bit binary
Karatsubamultiplier. Additionally, we noticethatfor this
casem = 193 = 27 + 65.



Input: Two elementsd, B € GF(2™) withm = 2% 4+ d, k > 2,
andwhereA, B canbe expresseds

A=g% AH 4 AL B=¢"7BH 4 BL.

Output: A polynomialC' = AB with upto 2m — 1 coordinates,
whereC = zmCH + CT.

Procedure mulgenm(C, A, B)

0. bggin

1. k = |logym|;

2. d=m— 2%,

3. if (d == 0) then

4, C = Kmul2* (A, B);

5. return;

6. mul2k(CT, AT, BT);

7. mulgen_d(CH, A" BH);

8. M = CT + mul_classic(AL BH)+
+mul_classic(A” BL) + CH,;

9. forifrom0to 2k — 2 do

10. M; = M; +CF +CF;

11. end

12. forifrom0to 2k — 2 do

13. Crti = Cr4i + M;;

14. end

15.end

Figure 3. m-bit binary Karatsubamultiplier if condition
(16) holds.

Usingequation(11), wefind k, = 7 andd, = 65.
Therefore condition(16) yields

13- k0—1_2k0+3
d1:65>\‘3 3 +3J:32

2ko+1 4 1

Thus,in thefirst iterationit is preferableto obtain M us-
ing a 128-bit Karatsubamultiplier block. In this first it-
erationof the algorithm, we needa total of 2d; = 130
and 2(2k+! + d;) — 4 = 638 XOR gates,in orderto
implementthe first loop (lines 9-12) andthe secondoop
(lines 16-19) of figure 2, respectiely. We also needto
usetwo 2k = 128-bit multiplier blocks, aswell asone
mulgenk(65) multiplier block. Thelattermultiplier is im-
plementedin the seconditeration. In the seconditera-
tion we have ¢; = 65 = 2% + 1, yielding k; = 6 and
d> = 1. From condition (16) we seethatd, = 1 <

gk1—1_ok1+3 . : .
[WJ = 20. Thus,in the seconditeration

it is betterto compute M using equation(14). There-
fore, in the secondandthird iterationswe needone64-bit
Karatsubamultiplier block, 2 classicalmultiplier blocks,
68 XOR gatesand1-bit multiplier.

We cancomputethe spaceandtime complexities of
thegeneralizedn = 193-bit binary Karatsubamultiplier
usingequationg10), (12) and(15). We alsousethe com-

A=y MUL
B =By 1y | 5128

255)

255, C=AB

afe
®
;

"
"
1,
AHS MulClassic o e
Bl 041 | Lyl @ )
B  AulClassic .
A 641)

Figure4. Schematiadiagramof ageneralizedn = 193-bit
binary Karatsubamultiplier

plexity figureslistedin table1, obtaining

#XORs = 768+ 2MULx (128) + 68 + MU L (64)
+ 2mul_classicx (64,1) + MULx (1)
768 + 2 - 8455 + 68 + 2649 + 129+ 0
20524.
#ANDs = 2MUL(128) + MUL(64)+
+ 2mul_classicx (64,1) + MUL (1)
= 2-3888 +1296 + 128 +1 = 9201.
Delay = MULgeqy (2182 ™)) 4+ 4T
= MULgetay (25 %)) + 4T
= 26Tx + Ta.

For most hardware implementationschemesof digital
logic, it is reasonabléo assumehat the areacostsof an
AND gateand an XOR gateare of about1.26 units and
2.2 units, respectrely, wherean areaof 1 representghe
areacostof a NAND gate. Basedon this assumptionwe
shav in figure5 theestimatedotal areaof thebinaryKarat-
subamultiplier in therangementionedabore,togethemith
thecorrespondin@reaestimatiorfor the hybrid Karatsuba
multiplier (usingn = 1), thatwaspresentedhn § 2.

5 Conclusions and Discussion of the Results

In this paperwe presenteda new approachthat general-
izesthe classicKaratusbamultiplier technique.The most
attractve featuresof the new algorithm presentechereis
thatthe degreeof the definingirreducible polynomialcan
be arbitrarily selectedoy the designerallowing the usage
of primedegrees.In addition,thenew field multiplier leads
to architecturesvhich shav a considerablyimprovedgate
complity whencomparedo traditionalapproachesFi-
nally, the new multiplier leadsto highly modulararchitec-
turesandis thuswell suitedfor VLSI implementations.



x10° Combined space complexity
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Figure5. Total areacomplexity of the modifiedbinaryand
hybrid Karatsubamultipliers
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